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VISION
A resilient, peaceful, 

prosperous, and integrated 
region where citizens enjoy a 

high quality of life.

MISSION 
Promote regional cooperation and 
integration to add value to Member 

States’ efforts in achieving peace, 
security, and prosperity.

goal
 Transformation towards 
sustainable development, 

resilience, and stability in the IGAD 
Region.

IGAD’s Vision, Mission and Goals
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FOREWORD 
The current digital era is characterized 
by constant emerging technology, hence, 
information overload. Consequently, 
organisations need to establish and implement 
knowledge management (KM) which has become 
paramount for success. The Intergovernmental 
Authority for Development (IGAD) stands as a 
pivotal force in fostering economic cooperation 
and regional integration; agriculture and 
environment protection; health and social 
development; and peace and security within 
the IGAD region. As IGAD continues to navigate 
the multifaceted challenges inherent to its 
domain, the implementation of a robust KM 
policy emerges as a strategic initiative, essential 
for advancing the organisation’s mission and 
maximizing its impact. 

IGAD’s treaty1 outlines the organization’s aim and objectives as seeking to accelerate regional economic, 
social, environmental, and political integration, and cross border cooperation among the member states. To 
achieve this, there is a need to provide member states with adequate and appropriate enabling environment 
that includes conducive policies and basic infrastructure; encouraging multi-level participation of a wide range 
of stakeholders across boarders, among communities, and empowering bottom-up approaches; adopting 
people-centred and market-driven co-operations; and collaborative decision-making among member states 
using outlined protocols in the treaty. These achievements can be facilitated through KM initiatives.

This KM Policy is crafted within the overarching framework of IGAD’s mandate, IGAD treaty, and IGAD 2021 
- 2025 regional strategy, with a clear understanding of the important role that knowledge plays in advancing 
the organisation’s objectives. By fostering a culture of knowledge sharing, collaboration, and innovation, this 
policy seeks to harness the rich diversity of knowledge assets within the IGAD secretariat and its member 
states, driving forward the agenda of peace, development, and prosperity across the Horn of Africa region. 
IGAD has thus far, made an effort towards this endeavour by identifying a knowledge management working 
group and establishing a KM strategy. This policy signifies IGADs commitment towards institutionalizing KM. 
It represents our commitment towards establishing a learning organization characterized by knowledge 
sharing and a learning culture. Through this, IGAD aims to leverage the intellectual capacity of its employees 
to enhance individual growth, organizational knowledge base, productivity and stakeholder satisfaction.

To fulfil the aims and objectives of IGAD and in line with Article 3 of the IGAD treaty, Member States agree 
that good governance, peace and security are pre-requisites to sustainable development and vital to the 
achievement of regional integration of IGAD. This policy accentuates leadership support towards KM and the 
commitment to leverage technologies to enhance KM processes. The policy complements the mission, vision, 
and goal of IGAD. It is vital to ensure that quality knowledge products and services enhance excellence and 
therefore increase stakeholder satisfaction. I urge all IGAD employees to embrace this policy and commit to 
actively engaging in KM practices as we journey together towards excellence. 

Dr. Workneh Gebeyehu
Executive Secretary
IGAD

1 Treaty establishing the Inter-governmental Authority on Development (IGAD)
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DEFINaTION OF TERMS
Best Practice: A working method or set of working methods that is officially accepted as the best to use 
in a particular organization or industry.

Community of Interest (CoI): May know little about each other, this community of people share a 
common interest, one in which they exchange ideas and thoughts about a theme/issue/subject/topic.

Community of Practice (CoP): It refers to a peer network for practitioners who share a concern or 
passion for something they do, roles and responsibilities, and learn to do it better as they regularly 
interact, face-to-face, virtually, or both.

Data: Refers to raw facts, figures, numbers, symbols, or observations that have not been processed 
or organized in any meaningful way and on its own lacks context and relevance. It often needs to be 
processed or interpreted to become useful. In the context of KM, data serves as the foundation upon 
which information and knowledge are built.

Explicit Knowledge: This refers to knowledge that can be expressed easily, codified, and recorded so it 
can be shared. Easily transferable, it can be effortlessly recorded, accessed, and interpreted. 

Information: This is data that has been processed, organized, structured, interpreted, or contextualized 
in a way that adds meaning, relevance or value. Information provides insights, answers questions, or 
helps in decision-making. It typically involves adding context to raw data, making it more actionable and 
understandable.
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Knowledge: Refers to a structured and contextualized information that encompasses insights, 
understanding, expertise, and practical know-how. It goes beyond mere data and information by 
incorporating insights, experiences, and expertise.

Knowledge Capturing: Is the process by which knowledge is converted from tacit to explicit form 
(residing within people, artifacts, or organizational entities) and vice versa. 

Knowledge Creation: This is continuous spiral transformation of tacit and explicit knowledge into new 
tacit and explicit in organization through four modes of knowledge conversions notably socialization, 
externalization, combination, and internalization.

Knowledge Culture: Refers to the organizational environment, values, norms, attitudes, and behaviors 
that promote and support the creation, sharing, and utilization of knowledge within an organization.

Knowledge Flow: Refers to the seven-step cycle that describes how knowledge is created, identified, 
collected, reviewed, shared, accessed, and used within organizations. This process is integral to managing 
and optimizing the distribution and utilization of knowledge in a way that supports organizational goals 
and enhances performance. 

Knowledge Identification: It is a critical initial step in the broader KM process, which aims to pinpoint, 
map out, and categorize knowledge assets within an organization. These assets could range from tacit to 
explicit knowledge. 

Knowledge Management: Knowledge management is the conscious process of capturing, distributing, 
and effectively using knowledge. It aims to harness the collective expertise within an organization, 
enhancing its ability to innovate, make decisions, and achieve strategic objectives. 

Knowledge Management System: A set of policies, procedures, processes, and tools used to enable 
knowledge management within an organization.

Knowledge Owner: It refers to a person or group responsible for knowledge within a specific domain or 
set of documents. This individual or team ensures that the knowledge and information remain current, 
relevant, and comprehensive. 

Knowledge Management Policy: A KM policy is a specific document or set of documents that 
articulate the rules, guidelines, and protocols governing the management of knowledge assets within an 
organization. It is a more detailed and operational-level document that translates the broader principles 
and objectives outlined in a framework into specific policies and procedures.

Knowledge Management Policy Framework: This refers to the overarching structure or framework 
within which knowledge management policies, procedures, and practices are developed and implemented. 
It provides the overall guidance and direction for managing knowledge within an organization, defining 
the scope, objectives, principles, and key components of the knowledge management approach.

Knowledge Sharing: This is described as the act of exchanging information, insights, and experiences 
among individuals, teams, or organizations. This knowledge can be explicit, derived from documents or 
procedures, or tacit, which is gained through personal experience. The process benefits both the giver 
and the receiver by fostering understanding, creating a sense of value, and promoting leadership skills 
development.
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Knowledge Management Strategy: This is a comprehensive road map of how an organization intends 
to identify, capture, manage, share, and leverage knowledge assets to achieve its goals and objectives. 
It aligns KM initiatives with the overall strategic direction of the organization, as well as with its business 
processes, culture, and technology infrastructure.

Knowledge Storage: It refers to the methods and systems used for preserving and organizing knowledge 
so that it can be easily accessed, retrieved, and utilized when needed. 

Knowledge Transfer: This is a practical method for transitioning knowledge from one part of your 
organization or individual to another. It involves the circulation of information, ideas, tasks, processes, 
tools, documents, and much more. 

Knowledge Utilization: This refers to the process by which knowledge is actively applied and integrated 
into decision-making, practices, and policies within an organization or community. It involves translating 
knowledge into actionable insights or interventions that can improve outcomes, enhance efficiency, or 
drive innovation. 

Knowledge User: A knowledge user is an individual likely to apply research findings to make informed 
decisions about policies, programs, and practices. This term covers a wide array of roles, including 
practitioners, policymakers, educators, and leaders in various sectors. 

Knowledge Management Processes: These involve organizing, creating, sharing, and utilizing 
information to enhance an organization’s efficiency and innovation.

Knowledge Management System: It is an organized approach to storing, retrieving, and managing 
knowledge through the combined use of people, processes, and technology. It serves as the framework 
or structure guiding a company’s efforts to effectively document and access resources and knowledge. 

Knowledge Management Working Group: Refers to a group of knowledge management practitioners 
and/or enthusiasts, who put their technical know-how for a common purpose IGAD. This group is 
responsible for overseeing IGAD’s KM strategy and activities, ensuring both employees and stakeholders 
can access valuable information. 

Lessons Learned: Insights gained from the process of performing a project or task. These insights could 
be related to successes, failures, challenges, or unexpected events encountered.

Organizational Knowledge: This is all the knowledge contained within an organization that provides 
business value. It is information combined with experience, context, interpretation, and insights that are 
useful when making decisions and taking action specific to your management system. 

Tacit Knowledge: Knowledge that is deeply rooted in personal experiences, insights, and expertise, and 
is difficult to articulate and transfer
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ABBREVIATIONS AND ACRONYMS
BPs  Best Practices
CoI  Communities of Interest
CoP  Communities of Practices
IGAD   Intergovernmental Authority on Development 
IGADD  Intergovernmental Authority on Drought and Development 
KM   Knowledge Management
KMP  Knowledge Management Policy
KMPF  Knowledge Management Policy Framework
KPI   Key Performance Indicators
LMS  Learning Management System
SDO  Strategic Development Objectives
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1.0 INTRODUCTION
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1.1 Background
IGAD recognises KM as a key enabler towards meeting its 
strategic development objectives (SDOs) and ultimately 
meeting its vision of attaining a resilient, peaceful, 
prosperous and integrated region where citizens enjoy a 
high quality of life. particularly, within SDO 6, the emphasis 
is placed on enhancing IGAD’s operational capacity to 
effectively deliver its mandate through two key targeted 
programme areas that pertain to KM: Programme area 
5.1: Strengthening key systems and processes to enable 
continuous improvement with emphasis on harmonizing 
internal processes and capacities to match people, 
organizational culture and technologies to deliver 
IGAD’s mandates; Programme area 5.2: Improving 
internal capacity by focusing on organizational culture, 
teamwork, knowledge management, technologies that 
support knowledge sharing and internal processes, 
coordination and partnership development, statistics, 
database management, resource mobilization, research 
and innovation, planning, monitoring and evaluation.2

Enhancing the actualization and meeting the sixth 
strategic development objective (SDO) outlined in IGADs 
Regional strategic plan3 necessitated the development 
of KM policies, best practices guidelines, and standard 
operating procedures for IGAD. A focus group interview 
was carried out in February 2024 with the members 
of IGAD’s Knowledge Working Group to establish the 
current KM status at IGAD. The study revealed:

i. IGAD has intuitively been working over the years to 
try and raise the profile of KM. There is a need to 
centralize knowledge and compile it into a unified 
system for decision-making.

ii. IGAD produces a wide array of knowledge products 
that benefit the intended audience. Though there 
is a possibility to collect and measure data at the 
project level, there is a gap in terms of centralizing 
KM from the various units at IGAD. A comprehensive 
review has not yet been conducted of the impact of 
those knowledge products, but it could be assessed 
during the Mid-Term Review of the IGAD 2021-2025 
Strategy.

iii. Due to a lack of institutionalizing KM, there are still 
gaps in terms of the understanding and practicing 
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of KM at lower levels, some information delivery could be inaccurate, leading to disconnects.
iv. Strengthening human knowledge assets is of high importance at IGAD as they regularly organize 

knowledge-sharing and learning events.
v. Knowledge co-production, involving users in the information-creation process to ensure relevance 

and usability could be a solution for improved learning from IGAD knowledge products.
vi. Knowledge is better shared within the institution, but efficiency is reduced when it comes to 

jumping to another centre (cross-sharing across different units). Though it is a requirement to 
share information with development partners, the approach used depends on the stakeholder.

vii. Knowledge communities do exist in IGAD, which extends to stakeholders, experts, and working 
groups, and there are no limits to being in more than one community, be it of practice and/or 
interest.

viii. KM has progressively been drawn in ongoing projects and program activities but there is a strong 
need for a corporate budget to support stand-alone KM activities.

ix. In terms of the knowledge process, IGAD defines the KM approach and it is mainstreamed at 
various levels. Also, IGAD has a convening power to bring different stakeholders, mainly member 
states together and other internal and external stakeholders to create and co-create knowledge, 
which is working very well. 

Grounded on these findings, an all-inclusive and robust KM infrastructure, policies, and guidelines 
would enable IGAD to leverage its vast human intellectual capacity across all functions. Consequently, 
this policy provides the guiding principles for KM implementation. The Policy is guided by the 
requirements of ISO 30401:2018 on Knowledge Management Systems and ISO 9001: 2015 for Quality 
Management Systems. 

1.2 Purpose
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The purpose of this policy is to provide a strategic guiding document for driving the knowledge 
management practices, operations and activities at IGAD.

1.3 Objectives
i. To foster a culture of free exchange of knowledge, expertise, and best practices across IGAD.
ii. To ensure that valuable knowledge, including lessons learned and expertise is systematically 

captured, documented, and preserved for current and future use.
iii. To streamline processes and workflows by leveraging existing knowledge to avoid reinventing the 

wheel and minimizing duplicated efforts.
iv. To use knowledge management practices to capture IGADs stakeholders’ insights, feedback, 

and preferences, enabling the organization to deliver products and services that meet or exceed 
stakeholders expectations.

1.4 Scope
This policy responds to IGAD’s recognition of knowledge management as a key enabler in their corporate 
development services geared towards supporting the achievement of IGAD’s strategic development 
objectives as outlined in IGAD Regional Strategy (2020).4 The policy applies to IGAD. The Management, 
staff and key stakeholders have a responsibility to support the implementation of this KM policy which 
lays a suitable institutional framework for the effective implementation of KM at IGAD.

1.5 Rationale of the Policy
This policy will enhance decision-making at IGAD by establishing structured mechanisms for knowledge 
identification, capture, documentation, and dissemination; promote innovative approaches, lessons 
learned, and best practices (BPs) across diverse thematic areas, ranging from conflict resolution and 
peacebuilding to sustainable resource management and economic development; strengthening 
collaborations through knowledge sharing by providing common platforms, tools, and processes; and 
building institutional resilience by preserving institutional memory, mitigating the risks associated with 
staff turnover, and institutionalizing processes for continuous learning and adaptation. By codifying 
knowledge, standardizing procedures, and investing in capacity-building initiatiatives, IGAD’s potential to 
thrive amid evolving regional challenge will be enhanced. It is vital for IGAD to have a KM policy in place 
to address the changing needs of the current world.  

1.6 Guiding Principles
This policy is guided by ten principles. These are to:
i. Facilitate tacit and explicit knowledge creation, capturing, sharing, and application.
ii. Promote best practices and lessons learned.
iii. Strengthen institutional memory.
iv. Promote creativity and innovation.
v. Foster collaborative engagements and partnerships.
vi. Enhance decision-making.
vii. Support capacity-building.
viii. Uphold information security and compliance. 
ix. Monitor and evaluate the impact of KM.
x. Avoid duplication of effort.

IGAD recognizes the guiding principles of ISO 30401:2018 and ISO 9001: 2015 to promote effective and 

4 IGAD. (2020). IGAD Regional Strategy: The Framework.
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2.0 POLICY STATEMENTS



 16 March 2024

Knowledge Management Policy

efficient KM practices. At IGAD, it is of critical importance that knowledge is effectively managed to drive 
innovation, enhance decision-making, foster continuous improvement and sustainable development. 
IGAD’s KM Policy establishes guidelines and procedures to systematically capture, store, share, transfer 
and utilize knowledge assets across the organization and the community at large. It seeks to address the 
gaps and challenges of managing knowledge. IGAD shall design systems, procedures, and practices to 
ensure that quality KM products and services are offered and delivered.  These shall cover the following 
policy areas:  

2.1 Knowledge Capture and Documentation
The purpose of this section is to guide various units at IGAD in ensuring that they provide resources for 
knowledge capture and to support documentation to meet best practices and observe quality.  This will 
include document management systems, content creation tools, best practices databases, wikis, intranet 
portals, and collaboration platforms among others. This shall be facilitated by:
i. Ensuring the preparation of reports on the activities of IGAD and submission to the Council.
ii. Ensuring that the knowledge capture and documentation practices are aligned with other policies 

such the IGAD treaty, Information and Classification Policy, operating procedures, best practices and 
strategies of IGAD.

iii. Ensuring the provision of appropriate tools for knowledge capturing and documentation.
iv. Ensuring accurate and quality content is captured and making it accessible to stakeholders as 

required.
v. Ensure appropriate documentation of knowledge capturing process.

2.2 Knowledge Sharing and Collaboration
IGAD shall be required to foster co-operation as would facilitate the production of and trade in goods 
and services, and collaboration and cooperation in vast areas such as trade, transport, tourism, energy, 
agriculture, food security, environment, education, science and technology, social welfare, health, culture 
and sports. This would be enhanced through the promotion and dissemination of general information 
on IGAD to the stakeholders, the general public and the international community.

IGAD staff shall be encouraged to engage in peer-to-peer knowledge sharing and formal and informal 
learning interactions. Flexible knowledge-sharing tools and technologies shall be provided to create 
socially engaged and active groups, stakeholders, Communities of Practice (CoPs) and Communities of 
Interest (CoIs). Appropriate knowledge-sharing platforms allow stakeholders to gain access to knowledge 
anytime, anywhere, and at their own pace. IGADs KM shall:
i. Be designed to foster online articulation, interaction, reflection, and collaboration throughout the 

knowledge sharing process.
ii. Form Communities of Practice and Communities of Interest.
iii. Develop and facilitate online communities for online communication.
iv. Implement storytelling and role-playing sessions.
v. Design and establish mentorship programmes.
vi. Offer technologies and infrastructure that permit two-way interaction - synchronous (real-time) 

or asynchronous (time-delayed). This shall include audioconferencing, videoconferencing, online 
chatting, email, bulletin boards, and voicemail.

vii. Allow facilitators and moderators to plan and stimulate discussions both online and offline.
viii.  Organize KM workshops, conferences, seminars, as well as knowledge share fair. This shall be 

included in IGADs almanac.
ix. Value growth through research and development by encouraging a culture that promotes creativity 

and innovation. 

2.3 Knowledge Storage and Retrieval
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IGAD identifies employees as key knowledge assets and therefore, highly regarded as very important 
tacit knowledge reservoirs besides, documentation, and knowledge management systems (KMS). IGAD 
shall provide a KM system that will allow:
i. The conversion of tacit to explicit knowledge.
ii. Storage of explicit knowledge in databases, eBooks, reports, journals, guidelines and procedures, 

repositories, and knowledge banks.
iii. Proper design of the human computer interface to facilitate searching and retrieval of information 

and knowledge as required by the different stakeholders.
iv. Centralize and standardize digital technology platforms to facilitate access to knowledge products 

and services.
v. Open access principles shall be provided and enforced.
vi. Digital literacy programs to promote and improve access to knowledge management products and 

services shall be provided.
vii. Access and sharing rights as appropriate.
viii.  Content and control mechanisms.
ix. Ensure to capture, repatriate and store knowledge assets that belong to IGAD within the IGAD 

knowledge base.
x. The preparation, organization, and record keeping of meetings of the organs and institutions of 

IGAD.

2.4 Knowledge Transfer and Capacity Building
Article 37 of the IGAD treaty indicates that Member States agree to undertake concerted measures 
to foster co-operation in human resources development, and greater utilisation of human capacity, 
technical know-how and institutional capabilities. Furthermore, the recruitment process shall ensure 
securing the highest standards of integrity, efficiency and technical competence, gender equality, equality 
of opportunity and an equitable distribution of appointments to such offices among citizens of all the 
Member States.

Regular KM training programs will be provided to employees to enhance their knowledge management 
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skills and awareness of organizational policies and procedures. Induction programmes for all new 
personnel will include a component on KM which provides them with an overview of this policy and of 
their individual KM responsibilities. This will be done by:

i. Regularly conducting assessments to identify the knowledge gaps.
ii. Ensuring that all new staff receive a list of key guidance and relevant lessons learned materials as 

well as a handover note from their predecessors. 
iii. Ensure continuous tapping of tacit knowledge of operating and departing personnel.
iv. Offer guided practical sessions using technological platforms like Learning Management Systems 

(LMS)
v. Offering specialized and mandatory training and briefings on knowledge sharing platforms to 

enhance the capacity of IGAD personnel to contribute to knowledge. 
vi. Ensuring that the KM policy is shared with all relevant stakeholders and reminders sent through 

appropriate channels to raise awareness and highlight its importance.

2.5 Knowledge Utilization and Application
The goal of KM is to utilise knowledge for the benefit of IGAD, and only the productive use of knowledge 
will translate the accumulated intangible assets into tangible results. IGAD will strive to achieve knowledge 
utilization and application through the following mechanisms: 
i. The implementation of the decisions of the assembly and the council.
ii. Directives, being the set of rules, standards, procedures, and instructions for dealing with specific 

situations in IGAD. 
iii. IGAD routines, which refers to the development of task performance and coordination patterns, 

interaction protocols and process specifications in dealing with routine activities.
iv. Self-contained task teams which are teams that are formed to deal with specific tasks within the 

IGAD, especially in dealing with complex situations which prevent the specification of directives and 
organisational routines. 

v. Leveraging on reliable analyzed data and better results will ensure informed evidence-based decision 
making at IGAD.

vi. Staff shall be made aware of and encouraged to use the knowledge available in the e-Learning 
platform.

vii. IGAD employees shall be encouraged to use knowledge by doing the following:
• Require all project teams to reuse standard, institutionalized knowledge from previous and 

similar projects.
• Institutionalize the application of lessons learned.
• Facilitate the replication of proven practices.
• Measure by capturing the percentage of used knowledge in proposals and projects, the number 

of lessons learned and applied, and the number of proven best practices replicated.
• Capture the value of used knowledge through user surveys.
• Report regularly on the amount and value of used knowledge.
• Incentivize knowledge seeking.

2.6 Knowledge Validation and Quality Assurance
IGAD shall ensure a systematic process for validating and ensuring quality of knowledge created, 
processed, disseminated and utilized. IGAD shall ensure that knowledge is reliable, accurate, and credible 
in accordance with IGAD treaty article 20 that outlines the need for investigations, collection of information 
and verifications of matters relating to any matter affecting IGAD, that appears to it to merit examination. 

This would include KM processes and products. IGAD shall refer to existing policies such as the IGAD 
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treaty, IGAD document procedure, and Information Classification and handling standards. Procedures 
shall be established in line with ISO standards and shall be monitored to ensure the quality of knowledge 
assets. 

2.7 Knowledge Security and Confidentiality
IGAD shall implement information and knowledge security measures to protect sensitive or proprietary 
knowledge from unauthorized access, modification, or disclosure. IGAD Data protection policy can be 
referred or other IGAD regulations like IGAD Information, classification and handling Standards and ICT 
Policy. Capacity will be developed on knowledge security and confidentiality.

2.7.1 CONFIDENTIALITY
Employees and other key stakeholders must adhere to confidentiality policies and procedures when 
handling sensitive or proprietary information. If a knowledge product and/or service contains sensitive 
content, security classification in accordance with IGADs Information Security policies shall be applied 
including knowledge inscription, end-user education, audit trials, among others. 

2.7.2 DATA INTEGRITY
Measures will be implemented to maintain the integrity and accuracy of knowledge assets, including 
regular backups (onsite and offsite), version control, and access controls.

2.7.3 COMPLIANCE
Knowledge management practices will comply with relevant laws, regulations, and industry standards 
governing data protection and privacy as well as IGAD’s policies including, Regional Strategy for 
Development and Statistics (RSDS), ICT strategy, ICT policies, and Communication Policy and Strategy will 
be of key importance for reference.

2.7.4 INTELLECTUAL PROPERTY RIGHTS
All Intellectual Property Rights (IPR) associated with any KM products and services that are produced 
as voluntary or as assigned duty, or with substantial use of IGAD’s resources, facilities and funds shall 
belong to IGAD. However, the use and publication of materials and any other documentation or works, 
recognizes the creator as the author(s). Reference to the IGAD Knowledge Management Strategy, Regional 
Strategy for Development and Security (RSDS), ICT strategy, ICT policies, and Communication Strategy 
and other relevant laws shall also be made.

2.8 Knowledge Management Support Function
IGAD’s Information and Documentation unit will be strengthened to provide reliable KM support services 
to the satisfaction of its stakeholders including but not limited to the following: 

i. Establish a KM mechanism to provide KM support to IGAD employees.
ii. Establish KM focal points residing in the divisions.
iii. Strengthen the capacity of the KM Working Group to facilitate KM at IGAD.
iv. Facilitate KM training to staff to access and use the various KM applications and tools.
v. Respond to KM related questions in a timely and honest manner.
vi. Provide appropriate information using the most suitable channel of communication.
vii. Resolve technical challenges that may be faced from time to time during their interaction with the 

KMS.
viii. Update stakeholders on any matter related to KM promptly.

This section addresses administration and management, for the implementation and sustainable delivery 
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3.0 ADMINISTRATION 
AND MANAGEMENT
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of KM at IGAD. 

3.1 Roles and 
Responsibilities
The roles and responsibilities within IGAD 
governance structure for managing knowledge, 
emphasizing a collaborative and inclusive approach 
across various levels of the organization will be as 
follows:

3.1.1 LEADERSHIP (EXECUTIVE 
SECRETARY AND DIRECTORS)
i. Strategic Direction and Oversight: Provides 

overall leadership and strategic direction 
for knowledge management (KM) initiatives, 
ensuring alignment with IGAD’s goals and 
priorities.

ii. Resource Mobilization & Allocation: Mobilize 
and allocates necessary resources, including 
budget and staffing, to support effective KM 
practices.

iii. Policy Development: Guides the development 
and implementation of KM policies, standards, 
and practices.

iv. Advocacy and Support: Advocates for and 
supports KM initiatives, promoting a culture 
of knowledge sharing and continuous learning 
within IGAD.

v. Performance Monitoring: Oversees the 
monitoring and evaluation of KM activities to 
ensure they meet organizational objectives 
and deliver value.

3.1.2 KM WORKING GROUP
i. Implementation and Coordination: Leads 

the implementation of KM strategies and 
activities within their respective divisions or 
programs, coordinating efforts across different 
teams.

ii. Capacity Building: Identifies training needs 
and organizes capacity-building initiatives to 
enhance KM skills among staff.

iii. Content Management: Oversees the 
development, maintenance, and sharing 
of knowledge content, ensuring relevance, 
accuracy, and accessibility.

iv. Network and Community Facilitation: 
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Facilitates the formation and operation of knowledge networks and communities of practice, 
fostering collaboration and knowledge exchange among members.

v. Monitoring and Reporting: Monitors KM activities within their areas, reporting on progress, 
challenges, and successes to senior management and stakeholders.

3.1.3 ALL STAFF
i. Active Participation: Engages actively in KM initiatives, including sharing knowledge, contributing 

to discussions, identifying best practices and utilizing available resources for learning and decision-
making.

ii. Continuous Learning: Pursues continuous professional development by participating in training, 
workshops, and other learning opportunities.

iii. Content Contribution: Contributes content to KM systems, ensuring the documentation and 
sharing of valuable knowledge and experiences.

iv. Feedback Provision: Provides feedback on KM tools, resources, and initiatives, contributing to their 
continuous improvement.

v. Collaboration and Sharing: Collaborates with colleagues and partners, sharing knowledge and best 
practices to enhance organizational effectiveness and achieve common goals.

This structure emphasizes a holistic approach to knowledge management, involving leadership in guiding 
and resourcing initiatives, KM Focal points in driving and coordinating activities, and all staff in actively 
participating and contributing to a culture of continuous learning and knowledge sharing.

3.2 Human Resource
IGAD shall support the KM function through recruitment of competent personnel, training and 
development, performance management, succession planning, change management, communication, 
and governance. This will facilitate the administration and management of KM programmes in line with 
IGAD’s Human Resource Policy.  

IGAD shall ensure that ethical principles as outlined in the IGAD treaty are observed while practicing KM. 
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4.0 ETHICAL 
CONSIDERATIONS
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This include:
i. The promotion of human and people’s rights.
ii. Enhanced mutual trust and political will of all member states in enhancing ethical KM.
iii. Legal persons shall have capacity to perform any legal act appropriate to IGAD’s purpose.
iv. Fostering of good governance by ensuring respect for the rule of law and human rights, and to 

achieve peace and security by enhancing their capacity to resolve inter and intra-state disputes and 
conflicts.

v. Adopt appropriate dispute resolution mechanisms as guide by the IGAD treaty.

Implementation of this policy shall be the responsibility of the Senior Management of IGAD assisted by 
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5.0 POLICY 
IMPLEMENTATION 
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the Information and Documentation Section, KM Working Group, and KM focal persons.  

5.1 KM Implementation Framework
The KM implementation framework at IGAD envisages three layers comprising enablers, levers, and 
foundations.

Enablers
Leadership

Structure - Cultures - HR Policies - Vision

‘Hard’ infrastructure - Internet, groupware etc.
‘Soft’ - Skills, Lerning.

Tools and
Techniques+

Processes People Measurement Information SpaceLevers

Foundations

KM FRAMEWORK FOR SUCCESS

Kasie (2014)5

5.1.1 ENABLERS (AS THE TOPMOST LAYER)
At the top layer of the framework are the enablers which represents IGADs leadership. The senior 
management team (leadership) understands that knowledge is strategic and clearly articulates its 
contribution to the organization’s “bottom line”. 

5.1.2 LEVERS (AS THE MIDDLE LAYER)
The second layer (KM Champions) of the framework comprises a set of levers that amplify the contribution 
of knowledge. These include the KM processes that facilitate knowledge flows, the effective handling of 
information, and measurement systems.

5.1.3 FOUNDATIONS (AS THE BOTTOM LAYER). 
Thirdly, the foundation layer provides the capacity and capability that embed knowledge into IGADs 
infrastructure. It comprises two complementary strands:
i. A “hard” information and communications infrastructure that supports knowledge collaboration; 

and
ii.  A “soft” human and organization infrastructure that develops knowledge-enhancing roles, skills, and 

behaviors. 

IGAD will provide useful tools for knowledge capture, organizing and sharing. Knowledge bases and 
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knowledge centers will be developed. 

5.2 Implementation
The implementation of the knowledge management system at IGAD will involve five (5) distinct stages:

5.2.1 PHASE 1:   ADVOCATE AND LEARN. 
i. Introducing knowledge management. 
ii. Identifying the KM team and focal points. 
iii. Learning about the experiences of other organizations.
iv. Identifying advocates of knowledge management.  
v. Promoting wide-ranging support to the KM initiative. 

5.2.2 PHASE 2:   DEVELOP STRATEGY. 
i. Identify and characterize the knowledge assets at IGAD. 
ii. Develop an overall KM framework with clear goals and objectives.
iii. Conceptualize and prepare preliminary design of some strategic KM pilot projects. 
iv. Prepare an indicative budget and find the resources to support the selected KM pilot projects.

5.2.3 PHASE 3:   DESIGN AND LAUNCH KM INITIATIVES. 
i. At this point of project implementation, the KM technical working group have been formed with a 

clearly defined ToR, pilot projects have been identified and designed, and manpower and financial 
resources have been allocated. 

ii. Launch the pilots projects and gather initial results. 
iii. With the KM pilot projects provided with adequate funding for full implementation, it is necessary, at 

this stage, to develop methodologies that can be replicated and implement measures to capture and 
share the lessons learned.

iv. Indicators should be identified to track and measure progress of KM processes and practices.

5.2.4 PHASE 4:   EXPAND AND SUPPORT INITIATIVES. 
At this phase, pilot projects would have been launched, results gathered and important lessons learned 
captured for further continuation of the KM journey would have been already decided. The expansion 
and support of KM initiatives throughout IGAD and its member states shall be observed and an 
institutionalized Knowledge Management System be established.
This section outlines the modalities of monitoring, reviewing and evaluating compliance of the policy. 
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6.0 MONITORING, 
EVALUATION AND 
REVIEW
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6.1 Monitoring
The IGAD KM Working Group will be involved in the routine correction and analysis of data regarding 
the implementation of the policy. This could be done through the various KM interventions that will be 
implemented by different entities.

6.2 Review
The policy shall be reviewed from time to time as a need arises to accommodate the new development. 
Whenever there is a review, a comprehensive report shall be prepared showing the items addressed.

6.3 Compliance
KM practices guide by this policy will comply with relevant laws, regulations, and industry standards 
governing data protection, privacy, and intellectual rights as well as IGAD’s policies including, the 
IGAD treaty, Regional Strategy for Development and Statisctics (RSDS), ICT strategy, ICT policies, and 
Communication Policy and Strategy.
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7.0 CONCLUSION
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This KM policy outlines guidelines for the effective establishment and implementation of KM processes at 
IGAD. The policy spells out the rules for knowledge capture and documentation; knowledge sharing and 
collaboration; knowledge storage and retrieval; knowledge transfer and capacity building; knowledge 
utilization and application; knowledge validation and quality assurance; and knowledge security and 
confidentiality. Furthermore, the policy outlines roles and responsibilities for effective KM implementation 
and provides guidelines for implementation, monitoring and evaluation. This policy seeks to enhance KM 
practices at IGAD by providing guidelines to be embraced and practised by all IGAD employees in a bid to 
create a knowledge-sharing culture in the organisation.
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The only irreplaceable capital an organization possesses is the knowledge and ability
of its people. The productivity of that capital depends on how effectively people share

their competence with those who can use it

- Andrew Carnegie
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The purpose of this procedure 
is to ensure effectiveness, 
efficiency, and consistency 
in capturing, creating, and 
documenting valuable 
information, insights, 
experiences, and expertise 
knowledge within the IGAD to 
enhance knowledge access.

Purpose
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Introduction

These standard operating procedures (SOPs) are guided by the 
KM policy and borrow from the best practices guideline to provide 
procedural steps to be undertaken in KM initiatives. The SOPs are 
based on ISO 9001:2015 and ISO 30401:2018 requirements. ISO 
9001:2015 is an international standard for quality management 
systems (QMS) that outlines requirements for organizations to 
demonstrate their ability to consistently provide products and 
services that meet stakeholder and regulatory requirements. While 
it primarily focuses on quality management, it also emphasizes 
the importance of KM within organizations. A QMS comprises 
activities by which the organization identifies its objective and 
determines the processes and resources required to achieve 
desired results (ISO 9000:2015). ISO 30401:2018, which is the 
standard for Knowledge Management Systems provides guidelines 
and requirements for establishing, implementing, maintaining, 
and continually improving a knowledge management system 
within organizations (ISO 30401:2018). These standard operating 
procedures (SOPs) outline step-by-step, repeatable processes for 
tasks related to KM at the IGAD.

To support 
Intergovernmental 
Authority for 
Development (IGAD’s) 
effort towards 
implementing 
knowledge 
management (KM) as 
a core enabler of its 
strategic objectives, 
a KM policy and best 
practices guideline 
was developed.
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The purpose of this procedure is to ensure effectiveness, efficiency, and consistency in capturing, creating, and 
documenting valuable information, insights, experiences, and expertise knowledge within the IGAD to enhance 
knowledge access.

This procedure applies to all IGAD staff members.

General

1.2 Scope

Procedure 1:

Knowledge Capturing and Documentation

1.0
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1.3 References

References include:

a. Framework for effective management of IGAD meetings
b. IGAD Publishing Guidelines
c. IGAD ICT policy
d. IGAD KM Strategy
e. Information and Classification Policy
f. Social Media Strategy
g. Communications Policy and Strategy
h. IGAD KM Best Practices Guidelines (Draft)
i. IGAD KM Policy (Draft)
j. ISO 9001: 2015
k. ISO 30401: 2018

1.4 Terms and Definitions

a. Knowledge Capturing: This is the process by which knowledge is converted from tacit to explicit form and 
vice versa. It turns knowledge that is resident in the minds of individuals into an explicit representation 
available to the enterprise. 

b. Knowledge Creation: Continuous spiral transformation of tacit and explicit knowledge into new tacit 
and explicit in an organization through four modes of knowledge conversions notably socialization, 
externalization, combination, and internalization. 

c. Knowledge Documentation: This is the process of presenting knowledge in resources or formats that 
allow users to read about what is expected of them, the people, processes, and tools available to them, and 
how to use all of these to share, innovate, reuse, collaborate, and learn.

1.5 Responsibilities 

Roles and responsibilities of individuals involved in executing this SOP. 

a) Program Manager, Information and Documentation: Responsible for overseeing the implementation of 
Knowledge capturing and documentation processes and ensuring compliance with KM and IGAD’s regulatory 
frameworks.

b) Knowledge Management Coordinator: Responsible for overseeing the implementation and maintenance of 
the SOP.

c) Knowledge Management Working Group: Responsible for identifying knowledge gaps and facilitating 
knowledge capture and creation within their respective areas.

d) KM Focal Points: Responsible for ensuring that the processes are administered at the division level, creating 
awareness and providing regular reports.

e) Professional/Technical Staff: Based on their expertise, they participate in the execution of KM initiatives within 
IGAD and specialized centres.

f) All Employees: Responsible for actively participating in knowledge capture and creation activities and adhering 
to the guidelines outlined in this SOP.
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1.6 Interfaces/Interactions

During the implementation of this procedure, the secretariat will work with the below-listed stakeholders:

a) Member States
b) Development Partners
c) Academic and Research Institutions
d) Private Sector
e) Members of the Public

1.7 Resources

The resources to be used in the process include:

a) IGAD staff.
b) Trainers and facilitators.
c) Information and Communication Technologies (Collaboration tools, Capture and Recording tools, social 

media, Photographs, etc.)
d) Documentation tools (MS 365, Sharepoint, Learning platform, eLMS).
e) Training resources.
f) Interpreter.
g) Budget.

1.8 Inputs and Outputs

Inputs for initiating the procedure and expected outputs include:

Inputs Outputs

a) Information from subject matter experts or key 
stakeholders.

b) Pre-meetings documentation such as policy briefs, 
project proposals, and progress reports on agree-
ments and treaties.

c) Research findings, reports, or studies, best practic-
es, and lessons learned related to the topic.

d) Meeting minutes, discussions, or interviews with 
domain experts.

e) Data collected from, surveys, or analyses.
f) Feedback from stakeholders.
g) Relevant documentation, manuals, or guidelines.
h) Policy and regulatory frameworks.

a) Documentation with captured knowledge (policy 
briefs, factsheets, reports, etc.).

b) Standardized templates for documenting various 
types of information (Such as success stories or best 
practices highlighting the benefits of KM).

c) Summaries and key points for easy reference. 

d) Operational and Technical reports (progress reports, 
publications, workshops, meeting reports).

e) Training materials for sharing knowledge with stake-
holders.

f) Organized repositories or databases for storing and 
accessing documented knowledge.

g) Reviews to ensure the relevancy and accuracy of doc-
uments.

h) Cross-referenced documents to enhance navigation 
and retrieval.
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2.0   Steps

Procedures for knowledge capturing, creating, and documentation:

2.1 Knowledge Capturing and Creation

1.1.1 Identify sources of knowledge within the organization, including individuals, documents, databases, and 
external resources that are relevant to the knowledge management system (KMS).

1.1.2 Categorize knowledge sources based on their relevance and importance to organizational objectives and 
stakeholder requirements.

1.1.3 Identify a centralized repository for storing and organizing knowledge assets.
1.1.4 Sensitize employees to capture knowledge through various means such as documentation, reports, lessons 

learned, and best practices as per IGAD policies and guidelines.
1.1.5 Utilize knowledge capture tools and technologies to facilitate the process.
1.1.6 Ensure that captured knowledge is accurate, relevant, and up to date as per the IGAD policies.
1.1.7 Foster a culture of knowledge-sharing and collaboration among employees.
1.1.8 Facilitate knowledge creation through meetings, workshops, brainstorming sessions, and cross-functional 

teams.
1.1.9 Leveraging technology to facilitate knowledge creation.
1.1.10 Support innovation and experimentation to generate new knowledge and insights.

2.2 Knowledge Documentation

2.2.1  Document captured knowledge in a structured format that is easily searchable and retrievable.

1.1.2 Classify knowledge assets based on their relevance, context, and usability in line with the IGAD document 
and classification and framework for effective management of IGAD meetings.

1.1.3 Establish metadata standards for tagging and categorising knowledge resources.

3.0   Documentation and Record-keeping

Documentation required to complete the procedure:

• Maintain comprehensive documentation of knowledge capture and creation activities, including processes, 
procedures, and outcomes.

• Generate regular reports to track progress against established objectives and targets.
• Share key insights and success stories to promote awareness and recognition of KM achievements.
• Maintain records in compliance with appropriate regulatory frameworks.
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4.0   Quality Control and Assurance Measures

These quality control and assurance measures are to aid in enhancing accuracy, consistency, and compliance with 
standards:

• Implement quality control measures to validate the accuracy and reliability of captured knowledge.
• Conduct periodic reviews and audits to ensure compliance with organizational standards and best practices.
• Solicit feedback from users to identify areas for improvement and optimisation.

5.0   Monitoring and Measurement

The performance shall be measured through the following indicators. 

No. What needs to be moni-
tored and measured

How it will be monitored and measured

1. Accuracy rate • Percentage of documented information that is accurate and up-to-date.

2. Timeliness • Average time taken to document new information or update existing 
documentation.

3. User satisfaction • Feedback scores or ratings provided by users regarding the usability, 
clarity, and usefulness of documentation.

4. Usage and adoption • Number of accesses or views of documentation per period.

5. Revision frequency • Number of updates or revisions made to documentation within a given 
timeframe.

6. Compliance • Adherence to established documentation standards, guidelines, and 
best practices.
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6.0   Risk Management

Implementing knowledge capturing and documentation may be associated with risks and measures should be 
identified to mitigate them. These are outlined below.

No. Item Potential Risks Mitigation

1. Incomplete 
or inaccurate 
documentation.

• Lack of vital details. • Quality control measures such as training, 
and peer reviews.

2. Loss of tacit 
knowledge.

• Lack of effective measures 
to capture.

• Frequent collaborations.
• Mentorship programs.
• Storytelling techniques.
• Exit interviews

3. Lack of user 
adoption.

• Resistance from users 
to adopt documentation 
practices.

• Involve users in the process.
• Provide training.
• Gather feedback and adjust as per user 

needs.

4. Security and 
confidentiality.

• Compromising sensitive 
information.

• Access controls.
• Define roles and permissions.
• Train employees.

5. Document overload • Overwhelming users with 
documentation, hence, 
difficulty in finding relevant 
information.

• Prioritize relevant information.
• Implement clear tagging systems to organize 

information.
• Review content to filter those for updating or 

archiving.

6. Technological 
challenges.

• System failure.
• Compatibility.

• Robust documentation tools.
• Backup and recovery.
• Technical support and training for users.

7.0   Training and Competence Requirements

• Provide training and guidance to all employees on the importance of knowledge capture and documentation.
• Create awareness to emmployees about IGAD processes and procedures for publishing, documentation, 

managing meetings, and ethical standards.
• Foster a culture of continuous learning and development to empower employees to contribute to knowledge 

capture and documentation.
• Communicate the value of capturing and documenting knowledge and its impact on organizational 

performance.

8.0   Approval and Review Process

• Periodically review and update the knowledge capture and documentation SOP to reflect changes in 
organizational priorities, technology, and best practices.

• Solicit input from key stakeholders to ensure alignment with business objectives and strategic initiatives.
• Document revisions and communicate updates to relevant stakeholders.
• The Program Manager Information and Documentation reviews and approves the final created and 

documented knowledge.
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The purpose of this procedure is to ensure effectiveness, efficiency, and consistency in the promotion of knowledge-
sharing and collaboration activities at the IGAD to enhance a knowledge-sharing culture in the organization.

This procedure applies to all IGAD staff members.

General

1.2 Scope

1.1 Purpose

Procedure 2:

Knowledge Sharing and Collaboration 

1.0
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1.3 References

a) Framework for effective management of IGAD meetings
b) IGAD Publishing Policies and Guidelines
c) IGAD ICT policy
d) IGAD KM strategy
e) Information and Classification Policy
f) IGAD KM best practices guidelines (Draft)
g) KM Policy (Draft)
h) ISO 9001: 2015
i) ISO 30401: 2018

1.4 Terms and Definitions

a) Knowledge sharing: This is the act of exchanging information, insights, and experiences among individuals, 
teams, or organizations. This knowledge can be explicit, derived from documents or procedures, or tacit, 
which is gained through personal experience. The process benefits both the giver and the receiver by fostering 
understanding and creating a sense of value.

1.5 Responsibilities 

Roles and responsibilities of individuals involved in executing this SOP. 

a) Program Manager, Information and Documentation: Responsible for overseeing the implementation of 
Knowledge sharing and collaboration processes and ensuring compliance with KM and IGAD’s regulatory 
frameworks.

b) Knowledge Management Coordinator: Responsible for overseeing the implementation and maintenance 
of the SOP.

c) Knowledge Management Working Group: Responsible for identifying knowledge gaps and facilitating 
knowledge sharing and collaboration within their respective areas.

d) KM Focal Points: Responsible for ensuring that the processes are administered at the division level, creating 
awareness and providing regular reports.

e) Professional/Technical Staff: Based on their expertise, they participate in the execution of KM initiatives 
within IGAD and specialized centres.

f) All Employees: Responsible for actively participating in knowledge-sharing and collaboration activities and 
adhering to the guidelines outlined in this SOP.

1.6 Interfaces/Interactions

During the implementation of this process, IGAD will work hand in hand with the below-listed stakeholders:

a) Member States
b) Development Partners
c) Academic and Research Institutions
d) Private Sector
e) Members of the Public
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1.7 Resources

The resources to be used in the process include:

a) Leadership support towards a knowledge-sharing culture.
b) IGAD employees.
c) Information and Communication Technologies: 

Communication platforms (Microsoft Teams, zoom, Email); Document and file sharing tools (Google Drive, 
GitHub); Collaborative editing software (Google Docs); Knowledge management systems (SharePoint); 
Project management tools for assigning tasks and tracking; Community and networking resources (social 
media, discussion boards); Security and access controls.

d) Training resources: Trainers and facilitators.
e) Feedback mechanisms.

1.8 Inputs and Outputs

Inputs for initiating the procedure and expected outputs include:

Inputs Outputs

a) Existing knowledge resources such as reports, 
and databases.

b) Communication and dissemination channels 
such as online platforms, social media, Email 
newsletters, and academic databases.

c) Training materials.
d) Feedback and suggestions.
e) Knowledge-sharing technology infrastructure.

a) Accessible knowledge repository containing 
documented knowledge, best practices, lessons 
learned and other contributions.

b) Collaborative spaces.

c) Knowledge-sharing events and activities.

d) Training and development initiatives.

e) Feedback and performance measurement 
mechanisms.

f) Standardized templates for knowledge sharing.

g) Recognition programs.

2.0   Steps

2.1 Knowledge Sharing and Collaboration 

Procedures for knowledge sharing and collaboration:

2.1.1 Establish open communications
• Open communication sessions, such as team meetings, brainstorming sessions, and discussion forums, 

focus group discussions, share fairs, workshops, conferences, seminars are established to encourage the 
sharing of ideas, insights, and lessons learned.

• Employees are encouraged to express their opinions and contribute to discussions without fear of reprisal 
or criticism.
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2.1.2 Documenting and sharing studies and best practices
• Studies, best practices and lessons learned are systematically documented and shared with relevant 

stakeholders to facilitate organizational learning and continuous improvement. This is guided by IGAD 
policies such as publishing guidelines.

• Documentation formats and templates are standardized to ensure consistency and clarity in the presentation 
of information.

2.1.3 Utilizing collaboration tools
• Collaboration tools and platforms, such as intranet portals, project management software, and social 

networking platforms, are deployed to facilitate virtual collaboration among employees across different 
locations.

• Features such as document sharing, real-time messaging, and collaborative editing are utilized to enhance 
teamwork and information exchange.

2.1.4 Promoting cross-functional collaboration
• Cross-functional collaboration initiatives are organized to foster collaboration and knowledge sharing across 

departments and teams.
• Cross-functional teams are formed to tackle complex problems and leverage diverse perspectives and 

expertise.

2.1.5 Recognizing and Rewarding Contributions
• Contributions to knowledge sharing and collaboration are recognized and rewarded through formal 

recognition programs, awards, and incentives.
• Recognized contributions serve as positive reinforcement and encourage employees to participate in 

knowledge-sharing activities actively.

2.1.6 Feedback Mechanisms
• Feedback mechanisms are established to solicit input from employees regarding the effectiveness of 

knowledge-sharing and collaboration practices by leveraging online collaborative tools.
• Regular reviews and evaluations are conducted to identify areas for improvement and implement corrective 

actions as necessary.

3.0   Documentation and Record-keeping

Documentation required to complete the procedure:

• Records of knowledge-sharing and collaboration activities, including:
o IGAD Meeting minutes. 
o Documentation of best practices. 
o Feedback received. 

• Maintain records in accordance with the IGAD’s document control procedures, Framework for effective 
management of IGAD meetings, publishing guidelines, and other relevant regulatory frameworks.
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4.0   Quality Control and Assurance Measures

These quality control and assurance measures are to aid in enhancing accuracy, consistency, and compliance with 
standards:

• Ensuring appropriate documentation.
• Train employees about quality control measures in knowledge sharing.
• Validation and verification of knowledge through soliciting feedback and carrying out updates. 
• Measure the effectiveness of knowledge-sharing processes.

5.0   Monitoring and Measurement

The performance shall be monitored and measured through the following indicators. 

No. What needs to be measured How it will be monitored and measured

1. User engagement • The total number of users actively participating in knowledge-
sharing and collaboration activities.

• How often users contribute, interact, or access shared 
knowledge.

• Average time spent by users on the knowledge-sharing 
platform or collaboration tools.

2. Content • Percentage of shared content considered relevant or valuable 
by users.

3. Quality • Degree to which shared content covers relevant topics 
comprehensively.

4. Collaboration • Number of collaborations involving members from different 
teams or departments.

• Time taken to complete collaborative projects or tasks.

5. Usage and adoption • Percentage of employees or team members actively using 
knowledge-sharing platforms.

• Feedback from users regarding the usability, accessibility, and 
usefulness of knowledge-sharing platforms.

6. Impact • Number of innovative ideas or solutions generated through 
collaborative efforts.
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6.0   Risk Management

Implementing knowledge sharing and collaboration may be associated with risks and measures should be identified 
to mitigate them. These are outlined below.

No. Item Potential Risks Mitigation

1. Quality control. • Inaccurate information 
shared.

• Implement validation mechanisms.

2. Knowledge 
hoarding.

• Reluctance to share 
knowledge due to job 
security.

• Foster a knowledge-sharing culture.
• Recognize and reward employees for sharing 

knowledge.
• Provide incentives.
• Address concerns through communication.

3. Lack of user 
adoption.

• Resistance from 
users to adopt knowl-
edge-sharing practices.

• Involve users in the development process.
• Communicate benefits.
• Provide training and support.
• Gather feedback and adjust as per user 

needs.

4. Security and 
confidentiality.

• Unauthorized access to 
sensitive information 
shared.

• Robust access controls.
• Define roles and permissions.
• Train employees.

5. Culture and 
language barriers.

• Miscommunication and 
misunderstanding.

• Create awareness about diversity.
• Provide language and translation support.
• Encourage open dialogue.

6. Technological 
challenges.

• System failure.
• Compatibility.

• Regular maintenance of systems.
• Backup and recovery.
• Technical support and training for users.

7.0   Training and Competence Requirements

• Employees to receive training and awareness on the importance of knowledge sharing and collaboration in 
achieving organizational objectives.

• Employees to receive training and awareness on existing policies and guidelines for knowledge sharing and 
dissemination such as publishing guidelines.

• Employees receive training on the use of collaboration tools and platforms to facilitate effective teamwork 
and communication.

8.0   Approval and Review Process

• Periodically review and revise this SOP to ensure its continued relevance and effectiveness in promoting 
knowledge sharing and collaboration.

• Feedback from stakeholders regarding the effectiveness of knowledge sharing and collaboration to be 
considered in the review process to drive continual improvement.

• Document revisions and communicate updates to relevant stakeholders.
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The purpose of this SOP is to ensure effectiveness, efficiency, and consistency in the storage and retrieval of 
knowledge at the IGAD to enhance the organization, preservation, and retrieval of knowledge.

This procedure applies to all IGAD staff members.

General

1.2 Scope

1.1 Purpose

Procedure 3:

Knowledge Storage and Retrieval

1.0
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1.3 References

a) IGAD Publishing Guidelines
b) IGAD ICT policy
c) IGAD KM strategy
d) ICT Policy
e) Data Protection Policy
f) Digital transformation roadmap
g) Information and Classification Policy
h) IGAD KM best practices guidelines (Draft)
i) KM Policy (Draft)
j) ISO 9001: 2015
k) ISO 30401: 2018

1.4 Terms and Definitions

Knowledge storage: It refers to the methods and systems used for preserving and organizing knowledge so that it 
can be easily accessed, retrieved, and utilized when needed. 

1.5 Responsibilities 

Roles and responsibilities of individuals involved in executing this SOP. 

a) Program Manager, Information and Documentation: Responsible for overseeing the implementation 
of Knowledge storage and retrieval processes and ensuring compliance with KM and IGAD’s regulatory 
frameworks.

b) Knowledge Management Coordinator: Responsible for overseeing the implementation and maintenance 
of the SOP.

c) Knowledge Management Working Group: Responsible for identifying knowledge gaps and facilitating 
knowledge storage and retrieval within their respective areas.

d) KM Focal Points: Responsible for ensuring that the processes are administered at the division level, creating 
awareness and providing regular reports.

e) Professional/Technical Staff: Based on their expertise, they participate in the execution of KM initiatives 
within IGAD and specialized centres.

f) All Staff: Responsible for actively participating in knowledge storage and retrieval activities and adhering to 
the guidelines outlined in this SOP.

1.6 Interfaces/Interactions

During the implementation of this process, IGAD works hand in hand with the below-listed stakeholders:

a) Member States
b) Development Partners
c) Academic and Research Institutions
d) Private Sector
e) Members of the Public
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1.7 Resources

The resources to be used in the process include:
a) Centralized storage.
b) Cloud storage.
c) Knowledge repositories.
d) Search and retrieval tools.
e) Metadata and tagging systems.
f) Access, confidentiality and security controls.
g) Backup and disaster recovery.
h) Training resources, trainers and facilitators.
i) Feedback mechanisms.

1.8 Inputs and Outputs

Inputs and outputs for enhancing effective organization, accessibility, and retrieval of knowledge at IGAD.

Inputs Outputs

a) Documented knowledge.

b) Digital assets.

c) Data.

d) External resources.

a) Knowledge repository.

b) Search functionalities.

c) Metadata descriptors and tagging.

d) Access controls and permissions.

e) Version control and audit trail.

f) KM guidelines on knowledge storage and retrieval.

2.0   Steps

2.1 Knowledge Storage 

2.1.1 Document control
• All knowledge assets must be treated as controlled documents within IGAD’s Information and Classification 

Policy.
• Assign unique identifiers to each knowledge asset for easy tracking and retrieval.
• Provide templates and guidelines for consistent documentation of knowledge assets.
• Implement procedures for document review, approval, and revision control as per IGAD policies.
• Ensure that standard procedures for documentation are applied.

2.1.2 Knowledge classification and organization
• Classify knowledge assets based on their type, relevance, and intended audience.
• Develop a standardized taxonomy or classification system to organize knowledge assets logically.
• Ensure consistency in naming conventions and file structures for easy navigation.
• Periodically review and update the classification system
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2.1.3 Knowledge storage system
• Implement a centralized knowledge repository accessible to all relevant personnel, using existing or new 

systems.
• Implement secure storage solutions with access controls to protect sensitive or proprietary knowledge 

assets.
• Automate and implement scheduled backup and archive knowledge assets to prevent data loss and ensure 

continuity of operations in compliance with the ICT policy, data protection policy and digital transformation 
roadmap.

2.1.4 Metadata and searchability
• Assign metadata to each knowledge asset to facilitate search and retrieval.
• Include keywords, categories, and descriptions to enhance searchability within the knowledge repository.
• Implement advanced search functionalities to enable users to locate specific knowledge assets efficiently.

2.1.5 Access control and permissions
Define access levels and permissions based on the roles and responsibilities of individuals within IGAD.

• Restrict access to confidential or proprietary knowledge assets to authorized personnel only.
• Regularly review access controls to ensure compliance with security policies and regulatory requirements in 

accordance with IGAD’s Data protection and ICT policies.
• Develop user-friendly interfaces and tools to enable access and retrieval.
• Encourage employees to provide feedback and suggestions for improving the knowledge retrieval process.

3.0   Documentation and Record-keeping

Documentation and records to be retained as evidence:

• Document all procedures and protocols related to knowledge storage and retrieval.
• Maintain records of document revisions, approvals, and distribution.
• Conduct periodic reviews and updates to ensure alignment with regulatory frameworks and organizational 

objectives.

4.0   Quality Control and Assurance Measures

These quality control and assurance measures are to aid in enhancing accuracy, relevancy, and ease of knowledge 
retrieval at IGAD.

• Documented procedures for storing and retrieving knowledge.
• Appropriate metadata standards for knowledge categorization and tagging.
• Knowledge repository audits to ensure currency and relevancy of knowledge.
• Access and version controls to enhance security and confidentiality.
• User training on effective knowledge storage and retrieval techniques.
• Feedback mechanisms to allow input from the users.
• Implement backup and recovery procedures to safeguard stored knowledge.
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5.0   Monitoring and Measurement

The performance of knowledge storage and retrieval shall be monitored and measured through the following 
indicators. 

No. What needs to be measured How it will be monitored and measured

1. Accessibility • Average knowledge retrieval time.
• Percentage of successful knowledge retrievals.

2. Quality • Percentage of accurate and updated knowledge.
• Rate of knowledge validation and verification.
• Feedback rating on the relevance and usefulness of retrieved 

knowledge.

3. Usage • Frequency of knowledge usage per user or team.
• Knowledge usage trends over time.

4. Contributions • Rate of knowledge contributions by users.
• Percentage of knowledge contributions aligned with IGAD’s 

goals.

5. Maintenance • Percentage of outdated knowledge items removed or updated
• Time taken to review and update knowledge repositories.

6. Search effectiveness • Average number of search queries per session.
• Percentage of successful searches.
• Time spent per search session.

7. User satisfaction • User feedback scores on the ease of knowledge retrieval.
• User satisfaction ratings with the relevance and usefulness of 

retrieved knowledge.

8. System performance • System uptime and availability.
• Response time for knowledge retrieval requests.
• Number of system errors or failures during retrieval.
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6.0   Risk Management

Potential risks and mitigation measures relating to knowledge storage and retrieval include:

No. Item Potential Risks Mitigation

1. Quality control. • Inaccurate information 
shared.

• Implement validation mechanisms.

2. Knowledge 
hoarding.

• Reluctance to share 
knowledge due to job 
security.

• Foster a knowledge-sharing culture.
• Recognize and reward employees for sharing 

knowledge.
• Provide incentives.
• Address concerns through communication.

3. Lack of user 
adoption.

• Resistance from 
users to adopt knowl-
edge-sharing practices.

• Involve users in the development process.
• Communicate benefits.
• Provide training and support.
• Gather feedback and adjust as per user 

needs.

4. Security and 
confidentiality.

• Unauthorized access to 
sensitive information 
shared.

• Robust access controls.
• Define roles and permissions.
• Train employees.

5. Culture and 
language barriers.

• Miscommunication and 
misunderstanding.

• Create awareness about diversity.
• Provide language and translation support.
• Encourage open dialogue.

6. Technological 
challenges.

• System failure.
• Compatibility.

• Regular maintenance of systems.
• Backup and recovery.
• Technical support and training for users.

7.0   Training and Competence Requirements

Employees should:

• Train employees on how to effectively navigate and utilize the knowledge repository
• Receive training and awareness on the relevance of having and using knowledge storage and retrieval 

systems in achieving IGAD’s objectives
• Be trained on the systems in use and understanding metadata standards.
• Be trained in effective information retrieval skills and techniques.
• Be trained on how to document knowledge as per the standards set in the organization.
• Made aware of data security best practices and compliance requirements.

8.0   Approval and Review Process

• Periodically review and revise this SOP to ensure its continued relevance and effectiveness in enhancing 
knowledge storage and retrieval practices.

• Feedback from stakeholders regarding the effectiveness of knowledge storage and retrieval to be considered 
in the review process to drive continual improvement.

• Document revisions and communicate updates to relevant stakeholders.
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The purpose of this procedure is to ensure effectiveness, efficiency, and consistency in the knowledge management 
practices relating to knowledge transfer and capacity-building at IGAD.

This SOP applies to all personnel involved in knowledge transfer and capacity-building activities at IGAD.

General

1.2 Scope

1.1 Purpose

Procedure 4:

Knowledge Transfer and Capacity Building 

1.0
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1.3 References

a) IGAD ICT policy
b) IGAD KM strategy
c) IGAD KM best practices guidelines (Draft)
d) KM Policy (Draft)
e) ISO 9001: 2015
f) ISO 30401: 2018

1.4 Terms and Definitions

Knowledge transfer: This is a practical method for transitioning knowledge from one part of your organization or 
individual to another. It involves the circulation of information, ideas, tasks, processes, tools, documents, and much 
more. 

1.5 Responsibilities 

Roles and responsibilities of individuals involved in executing this SOP. 

a) Program Manager, Information and Documentation: Responsible for overseeing the implementation 
of Knowledge capturing and documentation processes and ensuring compliance with KM and IGAD’s 
regulatory frameworks.

b) Knowledge Management Coordinator: Responsible for overseeing the implementation and maintenance 
of the SOP.

c) Knowledge Management Working Group: Responsible for identifying knowledge gaps and facilitating 
knowledge capture and creation within their respective areas.

d) KM Focal Points: Responsible for ensuring that the processes are administered at the division level, creating 
awareness and providing regular reports.

e) Professional/Technical Staff: Based on their expertise, they participate in the execution of KM initiatives 
within IGAD and specialized centres.

f) The Human Resources Department: Responsible for coordinating knowledge transfer and capacity-
building initiatives.

g) Trainers and Subject Matter Experts: Responsible for delivering training sessions and transferring 
knowledge effectively.

h) All Staff: Responsible for actively participating in knowledge capture and creation activities and adhering to 
the guidelines outlined in this SOP.

1.6 Interfaces/Interactions

During the implementation of this process, IGAD works hand in hand with the below-listed stakeholders:

a) Member States
b) Development Partners
c) Academic and Research Institutions
d) Private Sector
e) Members of the Public
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1.7 Resources

The resources to be used in the process include:

a) Training resources: materials, facilities, trainers.
b) Subject matter experts.
c) Mentorship programs.
d) Information and Communication Technologies (Collaborative learning platforms, Knowledge repositories).
e) Feedback mechanisms.
f) Recognition and incentives.
g) Budget.

1.8 Inputs and Outputs

Inputs and outputs for enhancing effective knowledge transfer and capacity-building at IGAD.

Inputs Outputs

a) Subject Matter Experts (Experienced employees; 
Domain experts).

b) Training materials.

c) Best practices and lessons learned.

d) Knowledge repository.

e) External expertise.

a) Training workshops for skills development.

b) Knowledge transfer sessions.

c) Skill development plans.

d) Documentation.

e) Feedback.

2.0    Steps

2.1 Knowledge transfer and capacity building for Knowledge 
Management

2.1.1 Identification of training needs
• The Human Resources Department conducts periodic assessments to identify organization-wide training 

needs and trends through performance evaluations, employee feedback, and process audits.

2.1.2 Identification of training needs and develop training plan
• Based on identified training needs, the Human Resources Department with the support of the KM Working 

Group develop a comprehensive training plan.
• The training plan outlines objectives, training methodologies, resources required, and evaluation criteria for 

each training program supported by technical and financial requirements to conduct the training.
• Identify financial and technical support to conduct training.

2.1.3 Selection of Training Methods and Delivery
• Identify the training methods based on the training plan and resources that may include workshops, 

seminars, online courses, on-the-job training, and mentoring sessions, depending on the nature of the 
knowledge to be transferred.
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• Identify and provide training modules that staff can use to learn about knowledge transfer.
• The selection of training methods considers the preferences and learning styles of the target audience.
• Trainers and subject matter experts deliver training sessions according to the predefined schedule and 

modules.
• Facilitate peer-to-peer learning through knowledge sharing sessions, CoPs etc.
• Training sessions are conducted in accordance with ISO 9001:2015 quality management principles, 

emphasizing clarity, relevance, and participant engagement.
• Trainers ensure that training materials are up-to-date, accurate, and aligned with IGAD’s standards.

2.1.4 Evaluation and Feedback
• Upon completion of each training session, participants provide feedback on the effectiveness and relevance 

of the training content and delivery.
• The KM Working Group collects and analyzes feedback to continuously improve training programs and 

delivery methods.
• Enable a recognized certification of knowledge management training. 

3.0   Documentation and Record-keeping

Documentation and records to be retained as evidence:

• Training plans, schedules, materials, participant lists, feedback forms, and evaluation reports are documented 
and maintained in accordance with regulatory frameworks and organizational objectives.

• Training records are retained for a specified period as per organizational policies and regulatory requirements.
• All training activities, including participant attendance, feedback, and evaluation results, are documented 

and maintained in a centralized system.
• Training records are regularly reviewed and updated to ensure compliance with training policy.

4.0   Quality Control and Assurance Measures

These quality control and assurance measures are to aid in enhancing effectiveness in the sharing, retention, and 
utilization of knowledge at IGAD.

• Clear documentation and guidelines outlining the process of knowledge transfer and capacity building.
• Standardized training programs to ensure consistency.
• Implement user-friendly knowledge sharing platforms.
• Encourage peer reviews and feedback.
• Define metrics to evaluate the effectiveness of knowledge transfer and capacity building.
• Document lessons learned.
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5.0   Monitoring and Measurement

The performance of knowledge transfer and capacity building shall be monitored and measured through the 
following indicators. 

No. What needs to be monitored How it will be monitored and measured

1. Knowledge transfer • Number of successful knowledge transfer sessions or events.
• Percentage of employees participating in knowledge transfer 

activities.

2. Knowledge sharing • Number of knowledge-sharing sessions or forums conducted.
• Feedback ratings on the usefulness and relevance of shared 

knowledge.

3. Knowledge retention • Rate of application of transferred knowledge in real-world 
scenarios.

• Number of knowledge retention strategies implemented and 
their effectiveness.

4. Learning and development • Number of employees participating in learning and 
development programs.

• Completion rate of training programs related to knowledge 
enhancement.

5. Application • Percentage of employees applying transferred knowledge in 
their work.

• Number of successful projects or initiatives driven by 
transferred knowledge.

• Rate of innovation and problem-solving facilitated by applied 
knowledge.

6. Impact • Measurable improvements in organizational performance 
resulting from knowledge transfer and capacity-building 
initiatives.

• Reduction in errors or inefficiencies attributed to enhanced 
knowledge and skills.

• Quantifiable contributions of knowledge transfer to strategic 
goals and objectives.

7. Employee engagement • Employee satisfaction scores with knowledge transfer and 
capacity building programs.

• Employee feedback on the accessibility and usefulness of 
learning resources.
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6.0   Risk Management

Potential risks and mitigation measures relating to knowledge transfer and capacity building include:

No. Item Potential Risks Mitigation

1. Tacit knowledge • Loss of knowledge 
when an employee 
leaves.

• Implement mentorship programs.
• Implement communities of practice to 

facilitate the transfer of tacit knowledge

2. Ineffective training 
programs

• Poorly designed pro-
grams.

• Carry out needs assessments to identify 
specific skill gaps.

• Utilize a variety of training methods.

3. Lack of engagement • Resistance to partic-
ipate in knowledge 
transfer.

• Foster a culture of continuous learning.
• Communicate the value.
• Recognize and reward employees that share 

knowledge.
• Gather feedback and adjust as per user 

needs.

4. Limited resources • Hinder effective knowl-
edge transfer.

• Prioritize knowledge transfer and capacity-
building activities based on their strategic 
importance.

5. Documentation • Lack of standardized 
documentation and 
processes.

• Develop standardized documentation 
templates.

• Establish clear protocols for documenting 
SOPs.

• Provide training and support.

6. Technological chal-
lenges.

• System failure.
• Compatibility.

• Regular maintenance of systems.
• Backup and recovery.
• Technical support and training for users.

7.0   Training and Competence Requirements

Employees should:

• Receive training and awareness on knowledge transfer methods.
• Be trained on the systems in use to transfer knowledge.
• Be trained on how to document knowledge as per the standards set in the organization.

8.0   Approval and Review Process

• Periodically review and revise this SOP to ensure its continued relevance and effectiveness in enhancing 
knowledge transfer and capacity-building practices.

• Feedback from stakeholders regarding the effectiveness of knowledge storage and retrieval to be considered 
in the review process to drive continual improvement.

• Lessons learned from training evaluations and feedback are incorporated into future training initiatives to 
enhance effectiveness and efficiency.

• Document revisions and communicate updates to relevant stakeholders.
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The purpose of this procedure is to establish and ensure a systematic approach to knowledge utilization and 
application at IGAD.

This SOP applies to all departments and personnel involved in knowledge utilization and application 
processes at IGAD.

General

1.2 Scope

1.1 Purpose

Procedure 5:

Knowledge Utilization and Application 

1.0
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1.3 References

a) IGAD ICT policy
b) IGAD KM strategy
c) IGAD KM best practices guidelines (Draft)
d) KM Policy (Draft)
e) ISO 9001: 2015
f) ISO 30401: 2018

1.4 Terms and Definitions

Knowledge utilization: This refers to the process by which knowledge is actively applied and integrated into 
decision-making, practices, and policies within an organization or community. It involves translating knowledge into 
actionable insights or interventions that can improve outcomes, enhance efficiency, or drive innovation. 

1.5 Responsibilities 

Roles and responsibilities of individuals involved in executing this SOP. 

a) Senior Management: 
• Ensure that the knowledge utilization and application processes comply with established standards.
• Provide necessary resources and support for effective knowledge management.
• Review and approve changes to the Knowledge Utilization and Application SOP as necessary.

b) Program Manager, Information and Documentation: 
• Responsible for overseeing the implementation of Knowledge utilization and application procedures 

and ensuring compliance with KM and IGAD’s regulatory frameworks.
c) Knowledge Management Coordinator: Responsible for overseeing the implementation and maintenance 

of the SOP.
d) Knowledge Management Working Group:

• Develop and maintain procedures for knowledge capture, storage, retrieval, and dissemination.
• Facilitate training sessions and workshops to promote effective knowledge utilization.
• Monitor and evaluate knowledge utilization metrics for continuous improvement.

e) KM Focal Points: 
• Responsible for ensuring that their teams adhere to the established procedures and guidelines.

f) Employees:
• Actively participate in knowledge-sharing activities.
• Follow established procedures for documenting and accessing knowledge resources.
• Provide feedback and suggestions for improving knowledge utilization and application procedures.

1.6 Interfaces/Interactions

During the implementation of this process, IGAD works hand in hand with the below-listed stakeholders:

a) Member States
b) Development Partners
c) Academic and Research Institutions
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d) Private Sector
e) Members of the Public

1.7 Resources

The resources to be used in the process include:

a) Knowledge repositories.
b) Data analysis tools.
c) Communities of practice.
d) Collaborative and communication platforms.
e) Skills development programs.
f) Change management strategies.
g) Budget.

1.8 Inputs and Outputs

Inputs and outputs for enhancing effective knowledge utilization and application at IGAD.

Inputs Outputs

a) Documented knowledge.

b) Subject Matter Experts.

c) Data analysis.

d) Feedback mechanisms.

e) External knowledge sources.

a) Innovative solutions and practices.

b) Improved decision-making.

c) Improved problem-solving.

d) Streamlined processes.

e) Enhanced sharing and collaboration.

f) Measurable outcomes.

2.0   Steps

2.1 Knowledge Utilization and Application

2.1.1 Knowledge dissemination
• Identify and implement communication channels and platforms for sharing knowledge across departments 

and teams.
• Establish technology advances for the dissemination of knowledge within IGAD.

2.1.2 Knowledge application
• Provide guidelines and best practices for applying knowledge to relevant processes and projects.
• Develop case studies to show how knowledge has been applied
• Employees to leverage available knowledge resources to improve decision-making and problem-solving.
• Monitor the effectiveness of knowledge application through performance metrics and feedback mechanisms.
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3.0   Documentation and Record-keeping

Documentation and records to be retained as evidence:

• Maintain records of training sessions, knowledge repositories, and feedback received.
• Ensure that documentation is easily accessible and retrievable for audits and reviews.
• Regularly update documented procedures in accordance with appropriate regulatory frameworks 

requirements, and organizational objectives.

4.0   Quality Control and Assurance Measures

These quality control and assurance measures are to ensure knowledge is effectively applied to achieve IGADs goals 
and objectives.

• Leadership support to enhance a knowledge sharing and application culture.
• Knowledge utilization efforts are to be aligned with the overall strategic objectives.
• Document work flows and best practices.
• Employee training on knowledge application.
• Enhance knowledge-sharing platforms and encourage use.
• Identify metrics to measure knowledge utilization efforts.
• Feedback mechanisms to allow input from the users.
• Implement knowledge validation processes to ensure quality knowledge is being applied.
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5.0   Monitoring and Measurement

The performance of knowledge utilization and application shall be monitored and measured through the following 
indicators. 

No. Performance Indicators Monitoring and measurement

1. Application • Percentage of employees applying knowledge gained from 
knowledge management systems in their work.

• Number of projects or initiatives leveraging knowledge 
management resources.

• Rate of successful implementation of knowledge-based 
solutions.

2. Problem resolution • Percentage of problem resolutions attributed to knowledge-
based solutions.

• Stakeholder satisfaction scores related to problem resolution.

3. Innovation and creativity • Number of innovative ideas generated through the application 
of knowledge.

• Percentage of new products or processes influenced by 
knowledge management.

• Rate of adoption of new practices or methods resulting from 
knowledge utilization.

4. Training and development impact • Employee feedback on the relevance and effectiveness of 
knowledge-based training programs.

5. Operational efficiency • Percentage reduction in errors or rework due to the application 
of knowledge.

• Time saved in completing tasks or projects through knowledge 
utilization.

6. Adoption and use • Frequency of access to knowledge repositories or databases.
• rend of user engagement with knowledge resources over time.

7. Organizational learning • Number of lessons learned captured and applied from past 
experiences.
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6.0   Risk Management

Potential risks and mitigation measures relating to knowledge utilization and application include:

No. Item Potential Risks Mitigation

1. Resistance to 
change

• May hinder the 
adoption and 
application of 
knowledge within the 
organization.

• Communicate the rationale for change and 
the benefits of applying new knowledge and 
best practices.

• Involve key stakeholders in the decision-
making process.

• Provide training and support.

2. Silos and fragmen-
tation

• Knowledge siloed within 
different departments.

• Implement cross-functional collaboration.
• Encourage interdepartmental collaboration.

3. Alignment • Lack of alignment with 
strategic priorities.

• Align knowledge utilization initiatives with 
the organization’s strategic objectives.

• Develop metrics to track impact of 
knowledge utilization.

4. Training and sup-
port

• Lack of necessary skills 
to apply knowledge.

• Provide training.
• Implement coaching and mentorship 

programs.

7.0   Training and Competence Requirements

• Employees should understand the significance of applying knowledge to solve problems, make decisions, 
innovate, and improve processes within the organization.

• Employees need to understand how to access, interpret, and apply relevant knowledge to address specific 
business challenges and opportunities.

• Training in critical and analytical thinking to be able to evaluate, identify, analyse, and synthesise information.
• Proficiency in the use of technologies to enhance knowledge application.
• Conduct regular training sessions and workshops to facilitate knowledge dissemination.

9.0   Approval and Review Process

• Periodically review and revise this SOP to ensure its continued relevance and effectiveness in enhancing 
knowledge utilization and application practices.

• Feedback from stakeholders regarding the effectiveness of knowledge utilization and application to be 
considered in the review process to drive continual improvement.

• Implement corrective actions and updates to the SOP based on lessons learned and best practices.
• Document revisions and communicate updates to relevant stakeholders.
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The purpose of this procedure is to establish a systematic process for validating knowledge and quality assurance 
within IGAD to ensure the quality and integrity of knowledge materials within the organization.

This SOP applies to all departments and personnel involved in the creation, validation, and dissemination 
of knowledge at IGAD.

General

1.2 Scope

1.1 Purpose

Procedure 6:

Knowledge Validation and Quality Assurance SOP

1.0
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1.3 References

a) IGAD ICT policy
b) IGAD KM strategy
c) IGAD Document Procedure
d) IGAD KM best practices guidelines (Draft)
e) KM Policy (Draft)
f) ISO 9001: 2015
g) ISO 30401: 2018

1.4 Terms and Definitions

Knowledge validation: This refers to the process of assessing the reliability, accuracy, and credibility of information 
or beliefs. It involves a critical evaluation of sources, evidence, and reasoning behind a claim or piece of knowledge.

1.5 Responsibilities 

Roles and responsibilities of individuals involved in executing this SOP. 

a) Senior Management: Responsible for ensuring that the knowledge validation and quality assurance 
processes are implemented effectively.

b) Program Manager, Information and Documentation: Responsible for overseeing the implementation of 
Knowledge validation and quality assurance SOP and ensuring compliance with KM and IGAD’s regulatory 
frameworks.

c) Knowledge Management Coordinator: Responsible for overseeing the implementation and maintenance 
of the SOP.

d) Knowledge Management Working Group: Responsible for identifying knowledge gaps and facilitating 
knowledge validation and quality assurance within their respective areas.

e) KM Focal Points: Responsible for ensuring that the processes are administered at the division level, creating 
awareness and providing regular reports.

f) Professional/Technical Staff: Based on their expertise, they participate in the execution of KM initiatives 
within IGAD and specialized centres.

g) All Staff: Responsible for actively participating in knowledge validation and quality assurance activities and 
adhering to the guidelines outlined in this SOP.

1.6 Interfaces/Interactions

During the implementation of this process, IGAD works hand in hand with the below-listed stakeholders:

a) Member States
b) Development Partners
c) Academic and Research Institutions
d) Private Sector
e) Members of the Public
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1.7 Resources

The resources to be used in the process include:

a) Quality standards and guidelines.
b) Quality assurance tools.
c) Validation procedures.
d) Subject Matter Experts
e) Training resources: programs, trainers and facilitators.
f) Documentation and record-keeping systems.
g) Feedback mechanisms.
h) Technology to support knowledge validation.

1.8 Inputs and Outputs

Inputs and outputs for enhancing the accuracy, reliability, and relevance of knowledge assets at IGAD.

Inputs Outputs

a) Documented knowledge to validate.

b) Expertise.

c) References and Resources.

d) Feedback and reviews.

e) Quality standards.

a) Updated documentation.

b) Validation reports and corrective measures.

c) Standardized documentation.

d) Training modules.

e) Collaboration and peer review processes.

2.0   Steps

2.1 Knowledge Validation 

2.1.1 Review and validation: 
• Identify the knowledge validators and provide them with relevant tools for validation depending on the 

subject matter.
• Knowledge validators review the knowledge materials for accuracy, relevance, and compliance with 

established standards in IGAD.
• Validators ensure that the knowledge materials are consistent with IGAD’s policies and procedures.
• Incorporate feedback mechanisms between validators, and the users.
• Any identified issues or discrepancies are documented and addressed before approval.
• Upon successful validation, knowledge materials are disseminated and use.
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2.2 Quality Assurance

2.2.1 Regular audits
• The Information and Documentation Section in collaboration with the KM Working Group to facilitate regular 

audits of the knowledge validation process to ensure compliance with IGAD regulatory frameworks.
• Audits include reviewing documentation, interviewing personnel, and assessing the effectiveness of the 

process.

1.1.2 Corrective actions
• Any non-conformities identified during audits are documented and addressed through corrective actions.
• Corrective actions may include process improvements, additional training, or changes to documentation.

3.0   Documentation and Record-keeping

Documentation and records to be retained as evidence:

• Documentation
o All knowledge materials, validation records, audit reports, and corrective actions are documented 

and maintained in accordance with ISO 9001:2015 and ISO 30401:2018 requirements and 
organizational objectives.

• Record keeping
o Records of knowledge validation activities, including approvals and audits, are retained for a defined 

period as per organizational policies and regulatory requirements.

4.0   Quality Control and Assurance Measures

These quality control and assurance measures are to aid in enhancing accuracy, and reliability in knowledge stored 
and shared at IGAD.

• Implement a peer review process where subject matter experts (SMEs) or designated reviewers evaluate the 
accuracy, relevance, and completeness of knowledge assets before they are approved for dissemination or 
use.

• Provide guidelines for documenting knowledge assets.
• Implement version control mechanisms to track revisions and updates.
• Establish criteria for validating knowledge assets, including accuracy, currency, relevance, and applicability 

to the organization’s needs and objectives.
• Cross-reference related knowledge assets and provide links to relevant documents, resources, or external 

sources.
• Review documents for errors, inconsistencies, and outdated information, and take corrective action as 

needed.
• Implement feedback mechanisms to allow input from the users.
• Educate employees on how to critically evaluate information, verify sources, and contribute to maintaining 

the integrity of the knowledge repository.
• Ensure that knowledge assets comply with relevant regulatory requirements, industry standards, and 

organizational policies.
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5.0   Monitoring and Measurement

The performance of knowledge validation and quality assurance shall be monitored and measured through the 
following indicators. 

No. What needs to be measured How it will be measured

1. Accuracy • Percentage of knowledge items validated as accurate.

2. Completeness • Percentage of knowledge items deemed complete.
• Number of incomplete knowledge items resolved.

3. Relevance • User feedback ratings on the relevance of knowledge resourc-
es.

4. Timeliness • Average time taken to update knowledge items after changes 
occur.

5. Validation cycle time • Average time taken to validate knowledge items.

6. User satisfaction • User feedback scores on the quality and reliability of validated 
knowledge.

7. Organizational learning • Number of lessons learned captured and applied from past 
experiences.

6.0   Risk Management

Potential risks and mitigation measures relating to knowledge validation and quality assurance include:

No. Item Potential Risks Mitigation

1. Information • Dissemination of 
incorrect or outdated 
information.

• Establish clear criteria and standards for 
assessing the quality of information.

• Regularly review and update knowledge 
repositories to reflect changes in best 
practices, regulations, or industry standards.

2. Documentation • Inadequate 
documentation.

• Develop standardized documentation 
templates and guidelines for capturing and 
storing knowledge in a consistent format.

• Implement version control mechanisms to track 
changes.

3. Alignment • Lack of alignment with 
strategic priorities.

• Align knowledge utilization initiatives with the 
organization’s strategic objectives.

• Develop metrics to track impact of knowledge 
utilization.

• Provide training and support to employees 
on how to effectively document and organize 
knowledge.

4. Consistency • Variations in how 
knowledge is validated.

• Standardize validation protocols and 
procedures.

• Quality assurance checklists.
• Regular audits and reviews of validation 

activities.
• Train employees about knowledge validation.
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No. Item Potential Risks Mitigation

5. Subject Matter 
Experts

• Over reliance on SMEs 
for knowledge validation.

• Develop cross-training initiatives to build the 
capacity of employees to validate knowledge 
within their areas of expertise.

• Implement peer review processes to facilitate 
validation and ensure multiple perspectives are 
considered

6. Compliance • Failure to validate 
knowledge against 
regulatory requirements 
or compliance standards.

• Establish procedures for validating knowledge 
against applicable regulations and compliance 
requirements.

• Document validation processes.
• Train employees involved in validation about 

regulatory frameworks.

7.0   Training and Competence Requirements

• Training: Employees involved in the knowledge validation and quality assurance process receive training on 
relevant ISO 9001:2015 standards, procedures, and best practices.

• Awareness: Regular communication and awareness campaigns are conducted to ensure that employees 
understand their roles and responsibilities in the knowledge validation and quality assurance process.

8.0   Approval and Review Process

• Periodically review and revise this SOP to ensure its continued relevance and effectiveness in enhancing 
knowledge validation and quality assurance practices.

• IGAD continuously evaluates the knowledge validation and quality assurance processes to identify 
improvement opportunities.

• Feedback from stakeholders regarding the effectiveness of knowledge storage and retrieval to be considered 
in the review process to drive continual improvement.

• Document revisions and communicate updates to relevant stakeholders.
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The purpose of this procedure is to ensure a systematic approach towards the measures being undertaken to ensure 
the security and confidentiality of IGAD’s organizational knowledge.

This SOP applies to all departments, personnel, and stakeholders who handle or have access to IGAD’s 
knowledge.

General

1.2 Scope

1.1 Purpose

Procedure 7:

 Knowledge Security and Confidentiality  

1.0
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1.3 References

a) IGAD ICT policy
b) IGAD KM strategy
c) IGAD KM best practices guidelines (Draft)
d) KM Policy (Draft)
e) ISO 9001: 2015 – Quality Management Systems
f) ISO 30401: 2018 – Knowledge Management Systems

1.4 Terms and Definitions

Confidentiality: The protection of knowledge assets from unauthorized access, disclosure, or use.

Knowledge Security: This refers to all the measures taken to protect knowledge from accidental or intentional 
disclosure to unauthorised persons and from unauthorised alterations.

1.5 Responsibilities 

Roles and responsibilities of individuals involved in executing this SOP. 

a) Senior Management: Responsible for ensuring that the knowledge security and confidentiality procedures 
are supported and implemented effectively.

b) Legal team: Responsible for guiding regulations and compliance requirements.

c) Program Manager, Information and Documentation: Responsible for overseeing the implementation of 
Knowledge security and confidentiality procedures and ensuring compliance with KM and IGAD’s regulatory 
frameworks.

d) Knowledge Management Coordinator: Responsible for overseeing the implementation and maintenance 
of the SOP.

e) Knowledge Management Working Group: Responsible for identifying gaps and facilitating knowledge 
security and confidentiality within their respective areas.

f) KM Focal Points: Responsible for ensuring that the procedures are administered at the division level, 
creating awareness and providing regular reports.

g) Professional/Technical Staff: Based on their expertise, they participate in the execution of technical 
support of security and confidentiality controls.

h) Employees: Responsible for adhering to security policies and procedures as outlined in this SOP.

1.6 Interfaces/Interactions

During the implementation of this process, IGAD works hand in hand with the below-listed stakeholders:

a) Member States
b) Development Partners
c) Academic and Research Institutions
d) Private Sector
e) Members of the Public
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1.7 Resources

The resources to be used in the process include:

a) Security policies and procedures.
b) Access control mechanisms.
c) Security awareness training.
d) Physical security measures.
e) Legal and regulatory compliance.
f) Code od Conduct document
g) Data Proctection Policy
h) ICTPolicy 
i) Data Privacy Policy
j) Communication Policy
k) Internal Control Policy

1.8 Inputs and Outputs

Inputs and outputs for enhancing knowledge security and preventing unauthorized access to knowledge at IGAD.

Inputs Outputs

a) Identified and categorized sensitive knowledge.

b) Legal and regulatory requirements related to data 
security and confidentiality.

c) Potential threats and vulnerabilities.

d) Access control measures.

a) Secure systems.

b) Access control policies and permissions.

c) Security awareness materials.

d) Incident report plans.

e) Audit and compliance reports.

2.0   Steps

2.1 Access Control

• Access to knowledge assets shall be granted by ensuring that individuals have access only to the information 
necessary to perform their job responsibilities.

• Access to sensitive knowledge assets shall be restricted to authorized personnel through the use of access 
controls such as passwords, encryption, and multi-factor authentication.

• Implement procedures for granting access as per the existing ICT Policy

2.2 Classification of Knowledge Assets

• Knowledge assets shall be classified based on their sensitivity and criticality to the organization.
• Classification levels will be according to the IGAD’s information, classification and handling as well as Data 

protection policy. 
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2.3 Handling and Storage

• Knowledge assets shall be stored in secure and designated repositories, both physical and digital, with 
appropriate access controls and encryption mechanisms in place.

• Physical documents containing sensitive knowledge assets shall be stored in locked cabinets or rooms 
accessible only to authorized personnel.

2.4 Transmission and Sharing

• Knowledge assets transmitted electronically shall be encrypted during transmission to prevent interception 
and unauthorized access.

• Sharing of knowledge assets with external parties shall be governed by formal agreements and procedures 
to ensure confidentiality and compliance with IGAD’s policies and relevant legal and regulatory requirements. 

2.5 Incident Reporting and Response

• Employees shall report any suspected or actual breaches of knowledge security and confidentiality to the 
designated authority immediately.

• Upon discovery of a security incident, an investigation shall be conducted promptly to determine the cause, 
assess the impact, and implement corrective actions to prevent recurrence.

3.0   Documentation and Record-keeping

Documentation relating to knowledge security and confidentiality include:

• Policies
• Procedures
• Incident reports

Conduct periodic reviews and updates to ensure alignment with regulatory frameworks and organizational objectives.

4.0   Quality Control and Assurance Measures

These quality control and assurance measures are to aid in enhancing the safeguarding of sensitive information and 
intellectual property at IGAD.

• Implement access control policies to restrict access to sensitive knowledge assets based on roles, 
responsibilities, and clearance levels.

• Maintain detailed audit trails and logging mechanisms to track user activities and changes made to 
knowledge assets.

• Utilize secure collaboration tools and platforms that support encrypted communication, file sharing, 
and document collaboration. Ensure that these tools comply with industry standards and regulatory 
requirements for data security and privacy.
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• Provide comprehensive training and awareness programs to educate employees about the importance of 
knowledge security and confidentiality.

• Conduct regular security assessments, penetration testing, and vulnerability scans to identify potential 
security weaknesses and vulnerabilities in the knowledge management system.

• Ensure that knowledge management practices comply with relevant legal and regulatory requirements, 
including data protection laws, industry regulations, and privacy mandates.

5.0   Monitoring and Measurement

The performance of knowledge security and confidentiality shall be monitored and measured through the following 
indicators. 

No. What needs to be measured How it will be monitored and measured

1. Data breach incidents • Number of data breaches related to knowledge management 
systems.

2. Unauthorized access attempts • Number of unauthorized access attempts to knowledge repos-
itories.

• Effectiveness of access control measures in preventing unau-
thorized access.

3. Access control effectiveness • Percentage of authorized users accessing knowledge resourc-
es.

• Identification and resolution of access control weaknesses.

4. Incident response time • Average time taken to respond to security incidents.

5. Employee training and awareness • Participation rate in security awareness training programs.

6. System vulnerability • Number of vulnerabilities detected.

6.0   Risk Management

Potential risks and mitigation measures relating to knowledge security and confidentiality include:

No. Item Potential Risks Mitigation

1. Access • Unauthorized access to 
confidential knowledge.

• Robust access control mechanisms.
• Regularly review and update access permis-

sions.
• Train employees on security awareness.

2. Leakage • Unintentional or ma-
licious disclosure of 
confidential knowledge

• Enforce policies and procedures that govern 
the handling and dissemination of confiden-
tial information.

• Monitor network traffic and user activities for 
signs of suspicious behavior.

3. Physical security 
risks

• Physical theft or loss 
of devices containing 
sensitive knowledge, 
such as laptops, smart-
phones, or external 
storage devices.

• Implement physical security measures, such 
as access controls, surveillance cameras, and 
secure storage facilities, to protect against 
theft or unauthorized access to physical 
assets.
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No. Item Potential Risks Mitigation

4. Third-party risks • Third-party access to 
confidential knowledge.

• Conduct thorough due diligence and risk 
assessments before engaging third-party 
vendors or service providers to ensure they 
adhere to industry best practices and compli-
ance requirements.

• Monitor third-party activities and conduct 
periodic security assessments to verify 
compliance with contractual obligations and 
mitigate emerging risks.

5. Cybersecurity 
threats

• Malware, ransomware, 
phishing attacks.

• Implement multi-layered cybersecurity de-
fenses, including firewalls, antivirus software, 
intrusion detection systems, and security 
patches, to protect against common threats.

• Provide cybersecurity awareness training to 
employees.

7.0   Training and Competence Requirements

• All employees shall receive training on knowledge security and confidentiality policies and procedures 
during onboarding and regularly thereafter to ensure awareness and compliance.

8.0   Approval and Review Process

• Periodically review and revise this SOP to ensure its continued relevance and effectiveness in enhancing 
knowledge security and confidentiality practices.

• Feedback from stakeholders regarding the effectiveness of knowledge storage and retrieval to be considered 
in the review process to drive continual improvement.

• Document revisions and communicate updates to relevant stakeholders.
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These Standard Operating Procedures (SOPs) have been developed to guide IGAD in the steps to undertake to actualize 
practical KM implementation. Six procedures: knowledge capturing and documentation; knowledge sharing and 
collaboration; knowledge storage and retrieval, knowledge transfer and capacity building, knowledge utilization and 
application, and knowledge security and confidentiality. It is expected that IGAD will leverage these procedures which 
are guided by ISO standards and, hence, have the potential for standardizing KM activities within the organization. 
Furthermore, there is a need for IGAD to continuously monitor and evaluate the KM procedures implemented and 
improve when necessary by adopting strategies outlined in the IGAD KM best practices guidelines when necessary. In 
the long term, the implementation of these procedures will enable IGAD to create a KM environment, thus, leveraging 
its intellectual capacity and creating a learning organization.

Conclusion





Knowledge Management Best 
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Introduction

The IGAD Knowledge management best practice (BP) embody a set of methodologies officially recognised as optimal 

for the organisation. These guidelines serve as a cornerstone for effectively utilising the knowledge within IGAD. 

They encompass a spectrum of activities, from identifying valuable knowledge assets to sharing insights and lessons 

learned. Without the structures guidance of KM best practices, there is a tangible risk of losing critical organisational 

knowledge. This can impede the ability to learn from past experiences, hinder innovation, and limit the organisation’s 

capacity to capitalise on its success. By adhering to these best practices, IGAD continues to unlock its full potential and 

mitigate knowledge loss. The guidelines offer approaches to knowledge management, ensuring that knowledge is 

identified, captured, and shared efficiently with all stakeholders. Moreover, they provide a framework for continuous 

improvement, enabling IGAD to adapt and evolve in a dynamic environment.

This guideline consists of five main parts: First, the introductory sections - introduction to best practices, purpose and 

scope of the best practices guideline, and the definition of key terms; The second part - guidelines for establishing 

BPs at IGAD; The third part -  key KM components within which, general approaches used to achieve selected KM 

processes have been outlined, key BPs for each process are presented, and selected case studies relating to some 

of the processes have been presented; The fourth part - main lessons learned from KM implementations; The fifth 

part - guidelines for change management; The BP guideline ends with a conclusion.

1
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Purpose Scope
The purpose of this best practices guideline is 

to provide IGAD with a wealth of knowledge 

management approaches to serve as a reference 

point for the establishment, reviewing and continual 

improvement of KM processes and practices at the 

Secretariat to enhance organizational learning and 

performance. 

This guideline applies to IGAD. It covers best 

practices methods and guidelines in support of 

the systematic identification, capturing, storing, 

sharing, transferring, and utilization of knowledge 

assets. Upon review and implementation at IGAD, 

the selected guidelines would serve to facilitate 

consistent and effective management of knowledge 

processes across all levels and functions.

2 3

Definitions4

Terms Definition

Best Practices
A working method or set of working methods that is officially accepted as the best to 

use in a particular organization or industry.

Explicit Knowledge
Knowledge that is codified and easily transferable through formal language, 

documents, or databases.

Good Practices
These are practices that have been proven to work well and produce good results 

and are therefore recommended as a model.

Knowledge Management

Knowledge management is the conscious process of capturing, distributing, and 

effectively using knowledge. It aims to harness the collective expertise within an 

organization, enhancing its ability to innovate, make decisions, and achieve strategic 

objectives.

Knowledge Management Framework

A knowledge management framework is a structure to manage, create, and 

distribute various forms of organizational knowledge. It serves as a roadmap, 

guiding you through the intricacies of capturing, storing, and sharing knowledge 

within an organization.

Knowledge Management System
A set of policies, procedures, processes, and tools used to enable knowledge 

management within an organization.

Lessons Learned

Insights gained from the process of performing a project or task. These insights 

could be related to successes, failures, challenges, or unexpected events 

encountered.

Tacit Knowledge
Knowledge that is deeply rooted in personal experiences, insights, and expertise, 

and is difficult to articulate and transfer.

6



March 2024

Guidelines for Establishing Best Practices at IGAD5

Determine what you want to 
achieve by establishing best 
practices.

Provide comprehensive training 
to employees on the new best 
practices and any modifications 
to existing procedures.

Monitor and measure the impact 
of new best practices. Setting 
new guidelines may not always 
have the desired effect. Schedule 
a follow-up examination, and 
make changes as needed.

Review existing SOPs to 
understand current processes 
while identifying areas where 
improvements can be made, and 
opportunities for integrating best 
practices.

Review and identify best practices 
relevant to the specific processes 
in the IGAD SOPs based on the 
goals for establishing the best 
practices.

Make the new guidelines clear 
to understand and communicate 
the plan to relevant stakeholders 
to ensure alignment and support.

Prioritize the implementation 
of best practices based on their 
potential impact, feasibility, 
and urgency. Focus on areas 
where improvements will yield 
the greatest benefits and where 
changes can be implemented 
with minimal disruption to 
operations.

Develop a detailed 
implementation plan outlining 
specific steps, timelines, 
responsibilities, and resources 
required for integrating selected 
best practices into existing SOPs.

Goals

Train employees Measure

Review IGAD SOP Review IGAD best 
practices guidelines

Communicate PrioritizeImplementation plan

7 Knowledge Management Best Practices Guidlelines
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The key components of KM at IGAD include 

knowledge capture and documentation; 

sharing and collaboration; storage and 

retrieval; transfer and capacity building; and 

utilization and application. Some approaches, 

best practices and lessons learned associated 

with these key components are outlined in this 

section.

Knowledge 
Management 
Components

6
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Knowledge Capture and Documentation
Knowledge capture approaches encompass various techniques and tools to collect, document, organize, and store 

valuable information, insights, experiences, and expertise within an organization.

6.1

Approaches for Gathering and Documenting Knowledge6.1.1

Approach Description

Recruitment
This is bringing on board the right employees for specified areas that have 

knowledge gaps in the organization.

Documentation and manuals
Creating written documents, manuals, and guides that outline processes, 

procedures, best practices, and lessons learned.

Lessons learned or brainstorming 

sessions

Facilitating sessions where team members share their experiences, successes, and 

challenges, capturing valuable insights for future projects.

Interviews and surveys

Conducting interviews or surveys with subject matter experts to gather insights and 

perspectives on specific topics; and with new or departing employees to capture 

knowledge.

Training
Continuous employee training to empower employees to perform necessary tasks in 

the organization.

Mentoring and coaching
Encouraging experienced employees to mentor or coach junior colleagues, 

facilitating the transfer of tacit knowledge.

Storytelling workshops
Hosting workshops where employees share stories and anecdotes that contain 

valuable lessons and experiences.

Expert systems
Using expert systems to capture and store knowledge from experts that be re-used 

for other tasks.

Knowledge repositories

Developing knowledge repositories or databases to store documents, articles, 

videos, and other knowledge assets that enhance the transfer of knowledge across 

the organization.

After-action reviews
Evaluating completed projects or initiatives to capture what went well, what could be 

improved, and lessons learned.

Communities of practice
Establishing forums or groups where employees with similar interests share 

knowledge, experiences, and best practices.

Collaborative platforms
Utilizing collaborative software and tools allows team members to share real-time 

information, updates, and insights.

Shadowing and observation

Allowing employees to observe others in their roles to learn by seeing real-world 

tasks and challenges, for instance, a novice observing and recording problem-solving 

steps from an expert.

Common knowledge-capture approaches include 

 Sharma, S. (2023). Knowledge capture made easy: 10 strategies for effective implementation. https://www.risely.me/knowledge-capture-strategies/
Aming’a, N.N. (2015). Knowledge capture and acquisition mechanisms at Kisii University. Interdisciplinary Journal of Information, Knowledge, and Management, 10, pp.105-116.
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Key best practices for knowledge capturing and documentation include: 

Documentation standards are important in ensuring 
that information is well-captured, organized, stored, 
and disseminated within an organization. Some of the 
advantages of documentation in an organization include 
“having a historical, analytical, and scientific record of 
achievements, processes, improvements, and other 
organizational activities, enabling scientific and precise 
monitoring of strengths and weaknesses of the organization, 
creating the necessary tools for creating a systematic view 
and facilitating organizational learning”. Documentation 
at IGAD shall comply with the IGAD document control 
procedure.

Knowledge validation entails the process of assessing the reliability, accuracy, and credibility of information being captured. 
It involves critically evaluating the sources, evidence, and reasoning behind a piece of knowledge. Various mechanisms for 
knowledge validation include peer review scrutiny by subject experts; expert validation; appropriate citing and referencing 
of sources for credibility; creating feedback loops to receive input from end users which can help in improving the content; 
using Communities of Practice (CoPs) where participants exchange ideas and validate knowledge; establish and apply quality 
assurance guidelines; and allow room for continuous improvement in terms of reviewing and updating knowledge repositories. 

Technology is a crucial enabler of KM in organizations. IGAD’s 
KM strategy outlines IGAD’s intention to acquire, implement, 
monitor, and continuously improve technologies in support 
of KM. To get the most out of the technologies at IGAD to 
capture knowledge, there is a need to map out the knowledge-
capturing technologies, identify gaps, and improve/acquire 
relevant technologies where necessary. 

Documentation standards.

Knowledge validation processes.

Use of technology for capturing knowledge.

 Sharma, S. (2023). Knowledge capture made easy: 10 strategies for effective implementation. https://www.risely.me/knowledge-capture-strategies/
Aming’a, N.N. (2015). Knowledge capture and acquisition mechanisms at Kisii University. Interdisciplinary Journal of Information, Knowledge, and Management, 10, pp.105-116.

Knowledge Capture and Documentation Best Practices6.1.2

 Haddadpoor, A., Taheri, B., Nasri, M., Heydari, K., & Bahrami, G. (2015). Process documentation: A model for knowledge 
management in organizations. Materia Socio-Medica, 27(5), 347-350.
IGAD. (2021). Document Control Procedure. 
IGAD. (2023). IGAD knowledge management strategy 2023 – 2025
 Jain, H. (2023). Validation of knowledge. https://prepwithharshita.com/validation-of-knowledge/ 
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African Union’s Knowledge Management Framework (KMF)

Developed framework that offers guidelines to share, 
document, and gather lessons learned for mediation 
processes.

Knowledge retained from African Union (AU) mediation 
processes will contribute to following best practices and 
avoiding previous mistakes. It will provide space for the 
application of the lessons learned and will inspire innovative 
thinking on new approaches to mediation. It will also ensure 
that the AU’s mediation experiences will be documented over 
time and will provide a learning platform not only within the 
AU but also among other mediation actors, including the 
Regional Economic Communities (RECs).

• Documenting AU mediation processes during their implementation and after their completion, so such data are easily 
retrievable by the AU and others it may designate.

• Gathering lessons learned in each AU mediation effort to improve performance, share successful strategies, and educate 
future mediators who are new to the AU.

• A written record is the most effective way to ensure that the important steps in each AU mediation process are documented 
for both evaluation and future learning and reference. To that end, the AU Standard Operating Procedures (SOPs) for 
Mediation Support provide for several documents to be prepared before, during and after the initiation of an AU mediation 
effort.

• Designate a person within each mediation team to gather and maintain a file of the notes taken at each mediation-related 
meeting, for the mediation team to keep track of progress and prepare interim and final documents for the archive.

• In addition to keeping a record of AU mediation efforts, it is crucial to analyse these processes to determine which strategies 
were successful or ineffective, and what lessons can be learned to inform AU mediators in future.

• Commitment to knowledge capturing and documentation by providing resources and guidelines.
• Documenting processes to ensure that important information is captured accurately and comprehensively.
• Continuous learning and improvement enable AU to adapt to new challenges, incorporate lessons learned from past 

experiences, and drive innovation.

Best Practice

Guiding principle

The KMF framework provides guidelines for

Documenting AU mediation processes

Lessons for success

African Union. (2012). Knowledge management framework for mediation processes. 
https://www.peaceau.org/uploads/02-au-knowledge-management-framework-for-mediation-processes-aug-2012.pdf 

Case Study for Knowledge 
Capturing and Documentation

6.1.3

12
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Knowledge sharing is described as the act of exchanging information, insights, and experiences among individuals, 

teams, or organizations. This knowledge can be explicit, derived from documents or procedures, or tacit, which is 

gained through personal experience. The process benefits both the giver and the receiver by fostering understanding, 

creating a sense of value, and promoting leadership skills development. The lack of procedures and culture enabling 

knowledge sharing to all systems in an organization hinders learning, innovation, and growth.

Knowledge-sharing approaches include:

African Union. (2012). Knowledge management framework for mediation processes. 
https://www.peaceau.org/uploads/02-au-knowledge-management-framework-for-mediation-processes-aug-2012.pdf 

Knowledge Sharing and Collaboration

Approaches for Disseminating Knowledge Across an Organization

6.2

6.2.1

Approach Description

Knowledge sharing culture

Establish a culture that fosters a sense of trust and mutual understanding. Employees 

should be encouraged to communicate and collaborate openly by recognizing their 

insights and experiences.

Adopt technology
Develop effective technologies that support knowledge capture, storage, retrieval, and 

dissemination of information.

Develop knowledge repositories

Create centralized repositories that encourage access and contribution of formal and 

informal knowledge resources such as documents, best practices, templates, and 

lessons learned.

Communities  of Practice

Establish CoPs with specific areas of interest to provide an environment that will 

encourage employees with similar roles, ideas, interests, and challenges to interact 

and create solutions.

Training
Establish training opportunities through workshops, webinars, and other such forums 

to provide employees with opportunities to interact, learn, and share knowledge.

Incentives
Employees who actively contribute to knowledge-sharing initiatives should be 

recognized and rewarded to encourage them.

Leadership
It is crucial that leaders actively participate in knowledge-sharing initiatives to act as 

an example as well as expand room for open dialogue with and among employees.

Storytelling
Provide opportunities for employees to share stories about real experiences, and 

lessons learned, among others in an engaging manner.

Cross-functional collaborations
Enhance the sharing of knowledge across different sections, departments, and teams 

which can promote original multi-disciplinary perspectives. 

Continuous evaluation
This is to receive feedback and, hence, assess the effectiveness of the existing 

knowledge-sharing initiatives.
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Key best practices for knowledge sharing and collaborations include:

Developing effective technologies that support knowledge sharing will enhance knowledge assimilation, thus, enhancing 
learning and knowledge application. Collaborative tools have been found effective, particularly in enhancing the sharing of tacit 
knowledge. 

Best practices for CoPs include identifying clear objectives, assigning a facilitator to lead the community, including appropriate 
members with a sincere interest in the topic, defining clear guidelines and expectations, providing appropriate resources like 
training materials, fostering a culture of sharing ideas through formal and informal interactions, documenting and sharing 
outputs, and acknowledging contributions.

An effective knowledge-sharing environment is one in 
which employees are encouraged to share their knowledge 
with others rather than hoarding it. Getting subject matter 
experts or experienced employees to share what they know 
contributes to building up an organizational knowledge 
base. Training and mentorship programs have the potential 
to enhance knowledge sharing, particularly in the interest 
of onboarding new hires, and skill development for existing 
employees. 

Best practices in training include formalized and standardized 
learning to impact skills and competencies geared toward 
the organization’s goals and objectives, acclimatizing newly 
hired employees, disseminating knowledge to physically 
dispersed teams, and sharing formal and obligatory 
knowledge, for instance, legal issues that have to be met 
within organizations. 

While training programs can be structured, mentorship 
programs present an opportunity to share knowledge more 
informally. Mentorship has the power to enhance socialization 
which increases learning because of the levels of trust and a 
psychological sense of belonging between the mentor and 
mentee. Best practices associated with mentorship include 
personalized guidance, transfer of experiential knowledge, 
professional growth for the mentees, enhanced relationships, 
and an enhanced culture of learning. 

Collaboration tools and platforms.

Communities of Practice.

Training and mentoring programs.

African Union. (2012). Knowledge management framework for mediation processes. 
https://www.peaceau.org/uploads/02-au-knowledge-management-framework-for-mediation-processes-aug-2012.pdf 

Knowledge Sharing and Collaboration Best Practices6.2.2
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The West African Health Organization (WAHO): a specialized agency of the Economic Community of West African 

States (ECOWAS)

African Union. (2012). Knowledge management framework for mediation processes. 
https://www.peaceau.org/uploads/02-au-knowledge-management-framework-for-mediation-processes-aug-2012.pdf 

Case Study for Knowledge Sharing and Collaboration6.2.3

Approach Description

Focus
Disease Surveillance - monitoring and controlling the spread of infectious diseases 

across member states.

Objective

WAHO’s CoP facilitates knowledge sharing, collaboration, and capacity building among 

health professionals and stakeholders involved in disease surveillance efforts across 

West Africa.

Components:

Online platform (Such as WAHO 

Intranet)

Enables members to share information best practices, and resources related to 

disease surveillance.

Electronic Common Technical 

Document (eCTD)
Provides documentation standards and enables electronic submission of resources.

Collaborative projects
Joint research studies, pilot interventions, data sharing and re-use enhance the timely 

detection of outbreaks.

Documentation centre

Contains relevant documents, guidelines, reports, and case studies related to disease 

surveillance. Members can access these resources for reference, research, and 

learning purposes.

Lesson:

• An effectively implemented COP can enhance knowledge sharing and help in addressing common challenges within 

specific domains such as public health in this case.

• Active participation among stakeholders is crucial in sustaining knowledge sharing.

 Wikstrom, E., Arman, R., Dellve, L., & Gillberg, N. (2023). Mentoring programmes – building capacity for learning and retaining 
workers in the workplace. Journal of Workplace Learning, 35(8), 732-751.
West African Health Organization. https://www.wahooas.org/web-ooas/en/who-we-are 

15 Knowledge Management Best Practices Guidlelines



March 2024

Knowledge storage refers to the methods and systems used for preserving and organizing knowledge to be easily 

accessed, retrieved, and utilized when needed.

Knowledge Storage and Retrieval 6.3

Approaches for Knowledge Storage and Retrieval6.3.1

Approach Description

Centralized knowledge repositories

The development of repositories and databases as central points of accessing saved 

or stored knowledge has enhanced the whole knowledge management system. 

Centralized knowledge repositories offer a single storage location for all valuable 

knowledge in an organization. It allows better knowledge management and enables 

easy access, less time spent looking for explicit knowledge, visibility, and consistency.

Taxonomy, classification, and 

metadata

Clear categorizing and tagging of stored knowledge using appropriate schemas. 

It helps to make stored content easily navigated, sought, accessed, and retrieved, 

hence, saving time in looking for appropriate knowledge. 

Content Management Systems (CMS)
These platforms support the creation, storage, publishing, control and management 

of digital content.

Knowledge mapping

Knowledge maps are visual representations of the relationships between different 

types of content and expertise in a system. They are useful in directing knowledge 

users to the right resources, identification of experts, and showing connections 

between knowledge disciplines.

Documenting best practices
Best practices can be captured, documented, and stored in knowledge repositories 

to enable access by knowledge users.

Search and retrieval tools

Implement effective search and retrieval tools that enable rapid location and access 

to needed information across the repository. Appropriate basic and advanced 

searching techniques should be considered to enable different user search 

approaches.

Access control and security

Defining and implementing access control measures to ensure the end user only has 

access to the content that they are authorized to use. This will help to apply privacy 

and confidentiality where applicable and to protect sensitive information.

Regular Maintenance and Updates
A plan to update and maintain content will ensure up-to-date and accurate 

knowledge is accessed and used.

Approaches to knowledge storage and retrieval include: 

 Asiedu, N.K., Abah, M. & Dei, D.J. (2022). Understanding knowledge management strategies in institutions of higher learning and 
the corporate world: A systematic review. Cogent Business & Management, 9, pp.1-15.
Vu, et al. (2018). Supporting taxonomy management and evolution in a web-based knowledge management system. BSC 
Learning and Development Ltd.  http://dx.doi.org/10.14236/ewic/HCI2018.50 
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Key best practices for knowledge storage and retrieval include:

Knowledge Storage and Retrieval Best Practices6.3.2

 Asiedu, N.K., Abah, M. & Dei, D.J. (2022). Understanding knowledge management strategies in institutions of higher learning and 
the corporate world: A systematic review. Cogent Business & Management, 9, pp.1-15.
Vu, et al. (2018). Supporting taxonomy management and evolution in a web-based knowledge management system. BSC 
Learning and Development Ltd.  http://dx.doi.org/10.14236/ewic/HCI2018.50 

 IGAD. (2023). ICT Policy

Knowledge storage facilitates the organizing, 
preservation, and retrieval of knowledge 
in an organization. However, as more and 
more knowledge is accumulated, there may 
be instances of overload and difficulties in 
retrieving required knowledge easily. Hence, 
the relevance of appropriate taxonomies 
and metadata to enable suitable categorizing 
of information which will enhance finding, 
navigating, and retrieving of content from 
knowledge systems. 

An organization ought to assess and make decisions over the structure of a system that will work best for KM. A centralized 
system offers more control over the knowledge stored, more robust security over sensitive information, and standards can be 
consistent and easily maintained. On the other hand, a decentralized system is more scalable, offers more room for content 
creators to share content, and can encourage innovation since different units can have different approaches based on their 
needs. Organizations may adopt both approaches to leverage the advantages of both. This in particular can enhance the use of 
a centralized system for content that requires more security and control and a decentralized system for enabling more creation 
and sharing. 

Version and access controls ensure that information is well-managed, secured, and accessible. Version control targets the 
tracking of versions and ensures the preservation of the history of tasks on a document. It keeps track of all alterations ensuring 
transparency and accountability. It is ideal for facilitating collaborations as it allows multiple people to work on a file without 
overwriting and duplicating. Access controls are crucial for the security of resources. They dictate who can access and interact 
with content through access permissions. This is particularly vital in ensuring that only authorized users can access stored 
content in the systems. This process should be guided by IGAD ICT policy and Knowledge retention policy.

Best practices associated with these systems include: 
• Comprehensive user training on their performance; 
• Encouraging feedback and improvement; 

• Validating content to ensure it is up-to-date and accurate;
• Flexibility to ensure more content can be captured and 

stored.

Best practices for taxonomies and metadata include: 
Understanding user needs and information-seeking behaviour; 
• Simplifying hierarchies and terminologies; 
• Using standard terminologies; 
• Allowing alternative navigation paths; 
• Adopting clear and consistent metadata standards such as authors, 

creation dates, and keywords; 
• Designing the structure to allow expansion for more content; 
• Adopting automation tools to classify and tag content; 
• Training users on how to search and navigate the systems; and updating 

and maintaining the taxonomies regularly.

Taxonomies and metadata.

Centralized repositories vs. decentralized systems.

Version control and access control.
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WHO’s GHO serves as a repository of health-related data, statistics, and information from member countries 

worldwide. GHO facilitates the storage, retrieval, and dissemination of health-related data and information. These 

systems enable efficient collaboration, communication, and decision-making among WHO staff and external 

partners.

WHO collaborates with governments, non-governmental organizations, academic institutions, and other 

stakeholders to exchange knowledge, share resources, and address health challenges collectively. The knowledge 

is stored in the GHO which is a central repository. Regular training is provided to build the capacity of healthcare 

professionals, policymakers, and researchers worldwide to be equipped with skills in capturing and documenting 

knowledge that is then stored in the repository.

Case Study for Storage and Retrieval6.3.3

 WHO. (2024). The global health observatory: Explore a world of health data. Available 
at: https://www.who.int/data/gho 

World Health Organization (WHO) Global Health Observatory

Best practice: 

Adoption of a central knowledge repository.
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Knowledge transfer is a practical method for transitioning knowledge from one part of your business to another, 

which involves the circulation of information, ideas, tasks, processes, tools, documents, and much more. It enhances 

the sharing of information, skills, and expertise.

Knowledge Transfer and Capacity Building 6.4

 WHO. (2024). The global health observatory: Explore a world of health data. Available 
at: https://www.who.int/data/gho 

 IGAD. (2023). ICT Policy

Approaches for Knowledge Transfer and Capacity Building6.4.1

Approach Description

Documentation
Employees should document their tasks, processes, procedures, best practices, 

lessons learned, and insights to have content in formats that are accessible.

Training and workshops
Provide an opportunity for continuous training sessions to enable the transfer of 

ideas and knowledge.

Mentoring and coaching
Develop and implement mentorship programs to enable experts to share knowledge 

with novice and less experienced employees.

Communities of Practice
Establish forums or groups where employees with similar interests share knowledge, 

experiences, and best practices to enhance knowledge transfer.

Shadowing and job rotation

Employees can learn through observing more experienced personnel while they are 

handling a task. Furthermore, rotating employees by taking them to sections that will 

expose them to relevant skills will enhance knowledge transfer.

Peer Assists

Peer assist sessions enable teams or colleagues to brainstorm with people with 

relevant knowledge and experience about particular topics. An individual or group 

presents a challenge being experienced and the team engages by sharing thoughts 

and suggestions.

Technology platforms
Employing technologies that enable the transfer of knowledge such as collaborative 

tools.

Lessons learned reviews
Evaluate completed projects or initiatives to identify what went well, what could be 

improved, and lessons learned then document and share the knowledge captured.

Cross-functional teams
This is to enhance the sharing of knowledge among employees with diverse skills 

and backgrounds to work collaboratively on a project.

Recognition and incentives
Employees who actively contribute to knowledge transfer initiatives should be 

recognized and rewarded to encourage them.

Approaches that support knowledge sharing include:
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Key best practices for transfer and capacity building include:

Knowledge Transfer and Capacity Building Best Practices6.4.2

Similar to knowledge sharing, mentorship programs facilitate the transfer of knowledge from a mentor to a mentee. They are 
particularly effective in succession planning to ensure continuity as knowledge is passed from experienced employees to less 
experienced ones hence retaining organizational knowledge. 

The best practice is to ensure appropriate matching of mentors and mentees; set goals; track progress; and offer training to 
mentors to ensure enhanced mentoring skills and enable the evolution of the programs as they can be individualized based on 
the relationships created and approaches of knowledge transferred.

Job rotation and cross-training as knowledge transfer strategies contribute towards exposure to broader skills, diversifying 
skills hence reducing gaps when an employee leaves, knowledge sharing, improved innovation, and problem-solving. Effective 
implementation is based on establishing clear objectives, provision of resources and support, and carrying out regular 
evaluations.

A learning management system (LMS) is a platform that assists in the delivery of content for learning purposes. LMS can be 
effective tools in knowledge transfer as they can be used to transfer knowledge to employees through online training programs. 
They facilitate the distribution of learning materials, collaborations, content creation, instruction, and assessment, among other 
knowledge-sharing strategies. Effective LMS should facilitate knowledge sharing through collaborative tools; and should be 
engaging, for instance, content can be gamified with rewards such as points earned which can be converted to actual incentives 
such as monetary ones; and should enable the transfer and storage of knowledge. To facilitate the use of these systems, they 
need to be user-friendly, content should be well categorized for easy access, interact to engage the users, personalized to diverse 
user needs, integrated with social learning features such as discussion forums, and should enable assessment and analytics.

Mentorship programs.

Job rotation and cross-training

Learning management systems.
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Case Study for Transfer and Capacity Building

Knowledge Utilization and Application

6.4.3

6.5

 IGAD. (2023). ICT Policy

Mentorship program and Job rotations. To develop future leaders to collaborate 
effectively across their institutions on 
joint WBG solutions to development 
challenges.

Global recruitment of young profession-
als with diverse academic, professional, 
and cultural backgrounds relevant to 
the World Bank (WB) as a pathway into 
the WBG.

Knowledge utilization refers to the process by which knowledge is actively applied and integrated into decision-making, practices, 
and policies within an organization or community. It involves translating knowledge into actionable insights or interventions 
that can improve outcomes, enhance efficiency, or drive innovation. The effectiveness of knowledge utilization depends on 
factors such as organizational commitment, trust, and the presence of a culture that supports knowledge sharing and ethical 
considerations. This process is crucial for leveraging knowledge assets to achieve strategic goals and foster continuous 
improvement .

• Professional experience: The mentorship program is a two-year program at the start of a five-year employment where 
the Young Professionals (YPs) work on the frontlines of WBG operations, and engage directly with clients.

• Leadership development: Activities range from leadership and professional development workshops to networking, 
mentorship and conversations with WBG leadership.

• Training on WBG policies, products and operations: YPs engage in intensive training on the policies, products and 
operations of the World Bank, International Finance Cooperation (IFC) and Multilateral Investment Guarantee Agency 
(MIGA). This enables know how to operationalise joint WBG solutions to development challenges, and how to retain and 
apply this knowledge for years to come.

• Global rotations across WBG: YPs participate in at least one rotation within their home institution, with some engaging in 
additional rotations to another institution, to develop and apply skills across the business.

• Coaching and mentoring: YPs are assigned several mentors at the peer and departmental levels. 
• Continuous networking: Includes events with alumni, stakeholders and broader WBG staff. 

The features of this program provide WBG with an opportunity to transfer organizational knowledge to YPs through training, 
coaching, mentorship, job rotations, and networking activities.

The World Bank Group Young Professionals Program (WBG YPP)

Key features of the program include:

Approach Aim Components
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Approaches for Knowledge Utilization and Application6.3.1

Approach Description

Fostering a learning culture
Creating an environment that encourages continuous learning among employees 

will promote seeking and using knowledge.

Provide access to resources
Ensuring that resources such as libraries and databases are available and easily 

accessible to employees to enhance information retrieval and use.

Encourage collaboration
Encourage knowledge sharing across teams, departments, and disciplines to 

enthuse sharing of ideas and best practices.

Recognize and reward innovation
Establish mechanisms to incentivize employees who are generating innovative ideas 

and solutions.

Data-driven decision-making Encourage the gathering and use of data to draw evidence-based decision-making.

Invest in technology Adopting technologies that enhance knowledge sharing, access, and use.

Leadership support
Leaders should champion a culture of knowledge application by demonstrating a 

commitment to learning and improving processes and decision-making.

Measure and evaluate the impact Establish measures to evaluate knowledge utilization.

Continuous improvement
Provide feedback mechanisms to encourage employees to share their experiences, 

insights, and suggestions for improvement.

Approaches for fostering knowledge utilization include:
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Key best practices for knowledge utilization and application include:

Selecting the right set of metrics and KPIs depends on the organization’s specific knowledge management goals, 

industry, and size. Regularly monitoring these indicators can help organizations refine their KM strategies, improve 

knowledge flows, and ultimately enhance overall performance and competitiveness. 

Knowledge Utilization and Application Best Practices6.5.2

 IGAD. (2023). ICT Policy

Measuring the success of KM requires some predetermined metrics and key performance indicators (KPIs) that are aligned with 
the objectives of KM. From a KM perspective, identifying the right metrics and KPIs is crucial for evaluating the effectiveness 
and efficiency of knowledge utilization within an organization.  These can help organizations understand how well they are 
capturing, distributing, and effectively using knowledge. Possible KM metrics and KPIs, categorized for ease of understanding 
are presented below:

Incorporating knowledge into decision-making involves a structured approach that enhances decision quality by leveraging 
organizational knowledge. The process begins with identifying decision requirements, including the context and information 
needs. Relevant knowledge is then gathered from KMS and subject matter experts. This information is analyzed and synthesized 
to understand the decision context comprehensively. Collaborative decision-making is facilitated through platforms that 
encourage knowledge-sharing among stakeholders.

Capture and Organization
• Knowledge Acquisition Rate: Measures the volume of 

new knowledge (documents, skills, procedures) acquired 
or created within a specific time frame.

• Documentation Accuracy and Completeness: Assesses 
the quality of knowledge documentation in terms of 
accuracy, comprehensiveness, and clarity.

• Knowledge Repository Growth: Tracks the growth rate 
of the organization’s knowledge repository or databases.

Sharing and Distribution
• Knowledge Sharing Rate: The frequency at which 

knowledge is shared among team members or 
departments.

• Usage of Knowledge Platforms: Tracks the engagement 
level with KMS, including logins, active users, and time 
spent.

• Internal Communication Efficiency: Measures how 
effectively knowledge is communicated internally, using 
metrics such as response times and feedback quality.

Utilization and Application
• Knowledge Reuse Rate: The frequency at which existing 

knowledge is applied to solve problems or make decisions.
• Impact on Decision Making: Evaluates how knowledge 

has influenced or improved decision-making processes.
• Employee Skill Improvement: Measures improvements 

in employee skills and competencies as a result of 
knowledge-sharing and training initiatives.

Outcomes and Performance
• Innovation Rate: The number of new ideas, products, 

or improvements generated from utilizing existing 
knowledge.

• Operational Efficiency Improvements: Reductions 
in time, cost, or resource use due to the application of 
knowledge in processes.

• Stakeholder Satisfaction and Service Quality: 
Measures the impact of knowledge management on 
stakeholders satisfaction levels and service quality.

Strategic Alignment
• Alignment with Strategic Goals: Evaluate how KM 

activities align with and support the organization’s 
strategic objectives.

• KM Return On Investment (ROI): The ROI for KM 
initiatives, is calculated by comparing the benefits such 
as cost savings, and revenue increase against the costs 
of KM activities.

Culture and Engagement
• Employee Engagement with KM: Measures the level of 

employee participation and engagement in KM activities.
• Cultural Alignment: Assesses how well KM practices are 

integrated into the organizational culture and values.

Technology and Infrastructure
• KM System Usability and Accessibility: Evaluate the 

user-friendliness and accessibility of KM systems and 
platforms.

• Technology Adoption Rate: The rate at which new KM 
technologies and tools are adopted by users within the 
organization.

Knowledge management metrics and KPIs.

Incorporating knowledge into decision-making processes.
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Knowledge security and confidentiality refer to measures, practices, policies within an organization meant to ensure the safeguarding 

of intellectual assets, and protection of sensitive information from unauthorized access.

Knowledge Security and Confidentiality6.6

Continuous improvement loops in knowledge utilization involve a cyclical process of planning, implementing, evaluating, and 
refining the ways knowledge is shared and applied within an organization. This process, rooted in the Plan-Do-Check-Act (PDCA) 
cycle aims to enhance strategic objectives through better KM. Key steps include:

This ongoing process ensures that KMS remains dynamic and evolves to meet changing organizational needs, thereby fostering 
a culture of continuous learning and adaptation essential for long-term success.

Analytical insights and decision support systems are used to apply knowledge effectively. Outcomes of decisions are monitored 
to capture lessons learned, which are then used to improve future decision-making processes and update organizational 
knowledge bases. This iterative approach emphasizes continuous improvement and the strategic use of knowledge to make 
informed decisions.

Continuous improvement loops.

Planning by identifying knowledge needs and setting 
specific improvement goals.

Checking by monitoring progress and gathering feedback 
to evaluate the effectiveness of the knowledge utilization 
strategies.

Doing so through the implementation of strategies 
to improve knowledge sharing and usage, along with 
promoting a culture supportive of these activities.

Acting on the insights gained to adjust strategies, 
optimize processes, and standardize successful practices 
across the organization.
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Donate, M..J., & de Pablo, J.D.S. (2015). The role of knowledge-oriented leadership in knowledge management practices and innovation. Journal of Business Research, 68(2), 360-370.
APQC. (2024). Effective change management for KM. https://www.apqc.org/blog/effective-change-management-km 

Approaches to Knowledge Security and Confidentiality6.6.1

Approach Description

Risk Assessment and Management
Carry out regular risk assessments to identify potential vulnerabilities, threats, and 

risks to knowledge security.

Access control Implementing access controls is essential for restricting access to sensitive 

information to authorized personnel only.

Physical security measures
Securing physical assets, such as servers, data centers, and paper documents, is 

crucial for maintaining confidentiality

Employee training and awareness
Educating employees about the importance of knowledge security and 

confidentiality is essential.

Policies and procedures

Establishing clear policies and procedures for handling, accessing, storing, and 

sharing sensitive information ensures consistency and compliance with security 

protocols.

Regular audits and compliance 

checks

Conducting regular audits, assessments, and compliance checks helps ensure 

that knowledge security measures are effective and aligned with relevant laws, 

regulations, and industry standards.

Continuous improvement
Provide feedback mechanisms to encourage employees to share their experiences, 

insights, and suggestions for improvement.

Approaches for enhancing knowledge security and utilization include:

Key best practices for knowledge security and confidentiality include:

Knowledge Security and Confidentiality Best Practices6.6.2

It is crucial that an organisation implements robust access controls and user authentication mechanisms to restrict access to 
sensitive knowledge assets. This can be done by using role-based access controls (RBAC) to assign permissions based on job 
roles and responsibilities, ensuring that only authorized users can access and modify specific knowledge.

Encrypting sensitive knowledge assets, especially when stored or transmitted over networks. Utilize encryption technologies to 
protect knowledge repositories, databases, and communication channels, ensuring that the information remains secure even 
if unauthorized access occurs.

Provide comprehensive training and awareness programs to educate employees about the importance of knowledge security 
and confidentiality. Train employees on security best practices, policies, and procedures related to knowledge management, 
emphasizing their role in safeguarding sensitive information.

Access Control and User Aunthetication

Encryption

Employee Training and Awareness
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To facilitate KM adoption within an organization through 

effective change management, several strategies can 

be implemented. These strategies help in addressing 

resistance, fostering a culture of knowledge sharing, and 

ensuring that KM practices are smoothly integrated into 

the organization’s daily operations. Here are some key 

strategies: 

Leadership Support: Secure commitment from top 

management to champion the KM initiative. Leadership 

should communicate the value of KM clearly and 

consistently to motivate adoption.

Stakeholder Engagement: Involve stakeholders early in 

the KM planning and implementation process. Their input 

can help tailor the KM system to meet user needs and 

ensure relevance.

Clear Communication Plan: Develop a clear and 

comprehensive communication strategy to articulate 

the benefits, goals, and processes of KM initiatives to all 

employees.

Training and Support: Offer training sessions and 

resources to equip employees with the necessary skills to 

engage with the KM system effectively.

Change 
Management 
Strategies to 
Facilitate Adoption

7
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By employing these strategies, organizations can effectively 

manage the change associated with KM adoption, ensuring 

that KM practices are embraced and leveraged across 

the organization to enhance productivity, innovation, and 

decision-making.

Cultural Adaptation: Promote a culture that values 

knowledge sharing by recognizing and rewarding 

contributions to the KM system.

Pilot Testing: Implement pilot projects to demonstrate the 

tangible benefits of KM practices, which can help in building 

credibility and buy-in across the organization.

Feedback and Improvement: Establish mechanisms for 

collecting feedback from users to continuously refine and 

improve KM practices and tools.

Phased Rollout: Consider a phased approach to KM 

implementation to allow employees to adjust gradually to 

new processes and systems.

Identify Change Agents: Designate and empower change 

agents within the organization who can advocate for KM, 

provide support, and facilitate knowledge sharing among 

their peers.

Monitor and Evaluate: Regularly assess the impact of 

KM initiatives on organizational performance and make 

adjustments based on findings to ensure continuous 

improvement.
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While knowledge management offers an opportunity for companies to leverage the intellectual capital 

of their employees, it also presents a challenge to organizations. This is because it takes significant 

effort to create an environment that encourages seamless capturing, storing, sharing, transferring, 

and utilization of knowledge among employees. An organization must take a strategic approach to 

knowledge management that takes into account people, processes, technological infrastructure, and 

strategies. Moreover, adopting best practices along the way enhances KM initiatives. The approach to 

this best practice guidelines was broadly based on KM processes: knowledge capturing; sharing; storage; 

transfer; and utilization within which, methods and best practices for each process were outlined. 

Some case studies from international organizations and Regional Economic Communities have been 

outlined and it was established that consistency in application of multiple KM approaches leads to 

significant benefits in an organization. The guideline further posits the need for IGAD to continuously 

monitor and evaluate its KM procedures and identify areas that need best practices. This guide would 

then be useful as a reference source for approaches to be implemented at the IGAD to improve KM 

initiatives. The guideline concluded by outlining KM lessons learned from the implementation of best 

practices as well as change management strategies. Overall, it was established that anchoring KM into 

the ISO 30401:2018 which is specific to knowledge management would offer standardized and consistent 

KM approaches that may be easily measured and evaluated.

Conclusion8
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The IGAD Knowledge Management Framework: Policies, Procedures, and Best Practices is 
aimed to enhance the organization’s operational capacity and achieve strategic objectives. 
The policy emphasizes capturing, sharing, and utilizing knowledge assets to drive innovation, 
decision-making, and continuous improvement. It outlines procedures for knowledge 
capture, documentation, sharing, collaboration, storage, retrieval, transfer, capacity building, 
utilization, application, validation, quality assurance, and security. The policy also defines 
roles and responsibilities within IGAD’s governance structure, emphasizing collaboration and 
inclusivity. It aims to foster a knowledge-sharing culture, leverage technology, and ensure 
ethical considerations in KM practices. By institutionalizing Knowledge Management, IGAD 
seeks to enhance its effectiveness in addressing regional challenges and achieving its mission 
of peace, development, and prosperity in the region.


